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show radiusservergroup . . . . . ..o it 1806
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clearping-poll . . . . ... . 2604

critical-interval . . . . .. 2605
debugping-poll . . . ... . 2606
description (ping-polling) . . . . . ... ... ... 2607
fail-count . .. ... e 2608
ip(ping-polling) . . . .. ... 2609
length (ping-polldata). . . . ........ ... ... . . 2610
normal-interval . ... ... . ... e 2611
pPiINg-poll . . e 2612
saMmple-Size . . . .. e e 2613
show counterping-poll . .. ..... ... . .. . ... .. . 2615
show ping-poll . . ... .. .. e 2617
SOUICE D v i e e et e e e e e e e e e e e e e 2621
timeout (pingpolling) . . ... ... . . . . . e 2623
UP-COUNT . o o e e e e e 2624
undebugping-poll . . ... ... . 2625
Chapter 63: sFlowCommands . . .........i ittt tetecsnosnsnsanas 2626
Introduction . . . ... .. . . . e 2626
debugsflow . .. ... ... 2627
debugsflowagent .. ... ..... .. .. . . ... . .. 2628
sflowagent(address) ... ....... .. . ... ... 2629
sflow collector (address) . ........... ... . ... 2631
sflow collector max-datagram-size . . . .. .......... .. ........ 2633
sflowenable . .. ... .. .. ... e 2634
sflow max-header-size . . . ... ... .. ... 2635
sflow polling-interval . .. ... ... ... ... ... . . 2637
sflowsampling-rate . . ... ... .. .. . .. ... . 2638
show debuggingsflow . ........ ... ... ... ... ... ... . ..., 2639
show running-configsflow . . . .. ... ... ... ... ... .. . ... 2641
showsflow . ... .. 2642
showsflowinterface . . . . ... ... ... ... .. 2644
undebugsflow . ... ... .. . .. 2645
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List of Commands

(access-list extended ICMPSilter) .......cooiiniiii i 1455
(access-list extended IPfilter)....... ..o 1457
(access-list extended IP protocolfilter).........coviiiiiiiiii it 1460
(access-list extended TCP UDPfilter)........coviiiiiiii i, 1464
(access-list standard namedfilter) ... 1471
(access-list standard numbered filter)........... ... i 1473
(ipv6 access-list extended IP protocolfilter)..............coooviiinat. 1524
(ipv6 access-list extended TCP UDPfilter) ...t 1527
(ipv6 access-list standardfilter) ... 1531
(named hardware ACL: ICMP entry). ....covvriniiin it iiiaineenns 1417
(named hardware ACL: IP packetentry)...........cooiiiiiiiiiiiiiiin... 1421
(named hardware ACL: IP protocolentry) .........coovviviiiiiiininn.. 1425
(named hardware ACL: MAC entry) . ..o vevr it ciieeiineenes 1431
(named hardware ACL: TCPorUDPentry) .......covviiiiiiiininnnnn.. 1434
(named IPv6 hardware ACL: ICMP entry) . ......covveiiiiiii e, 1495
(named IPv6 hardware ACL: IP protocolentry) ...........covveiiina.... 1503
(named IPv6 hardware ACL: IPv6 packetentry)..........ccovvvviienn... 1499
(named IPv6 hardware ACL: TCPorUDP entry)..........coovuvnvnina... 1508
@aaaccountingauth-mac ...t 1757
aaa accountingauth-web ...... ... o 1759
Qa2 aCCOUNtING COMMANGS. ..\ttt te e e e i ee e enennens 1761
Q22 aCCOUNtING Ot TX ..o\ttt it e e e e 1763
aaaaccounting login. ... 1765
@aaaccountingupdate. .. ... e 1768
aaa authenticationauth-mac..............coooii i 1770
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aaa authenticationauth-web ... 1772

aaa authentication dotTX ..ot 1774
aaa authentication enable default group tacacs+.............coooeint 1776
aaa authentication enable defaultlocal............. ..ot 1778
aaa authenticationlogin. ...t e 1779
aaa authorizationcommands ... 1781
aaa authorizationcommands ....... ... e 1910
aaa authorization config-commands .............ci i 1783
aaa authorization config-commands ...l 1912
AAA GIOUP SEIVEI . . ettt e ettt et e et e et e e a e 1784
aaa local authentication attempts lockout-time.......................... 1786
aaa local authentication attempts max-fail ...................... ... ... 1787
aaaloginfail-delay.........c.ooiiiiiii 1788
= o) 17/ 01 P 1007
ACCePt-lifetime .. o e e 821
s Tal a3 T o 0] U] o 1S P 1395
access-list (extended numbered) ... 1453
access-list (numbered hardware ACLforICMP) ..........c.coveivninian... 1397
access-list (numbered hardware ACL for IP packets)...................... 1401
access-list (numbered hardware ACL for IP protocols).................... 1404
access-list (numbered hardware ACL for MAC addresses) ................ 1408
access-list (numbered hardware ACL for TCPorUDP) .................... 1411
access-list (standard numbered). ... 1469
access-list extended (named) ... 1445
access-list hardware (named hardware ACL) .........cooiiiiiiinnnnnn. 1415
access-list standard (named) . .......ooeiii i 1467
ACCoUNtING lOgiN ... e e 1789
ACHIVATE .. e 389
active (PING-polling) . ...ooii i 2603
ACHIVE (EIgGEI) . e ottt e e e e e e 2564
AAreSS PrefiX oottt e e 2320
AAAIESS FANGE ot i ittt e e e e e 2322
advertisement-interval....... ... e 2032
aggregate-address (IPVERIPNG) .....o.viiiiiii e 874
alliedware-behavior ...... ..o e 823
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area authentication iPSeC SPi...ov v e 1008
areaauthentication........ ..o 902
area default-cost (IPV6 OSPF). ...t 1010
areadefault-Ccost. .. ... 901
area encryption IPSeC SPI @SP. .t v vttt e e 1011
areafilter-list ... . ..o 903
== 8 17 904
arearange (IPv6 OSPF) ... ..o e e 1014
o] £ <T= I = T 1= PP 906
area stub (IPV6 OSPF) .. ... e 1016
ArEA STUD . e e 908
area virtual-link (IPv6 OSPF) . . ..ot 1017
area virtual-link authentication ipsecspi...........ccoooiiiiiiii i 1019
area virtual-link encryptionipsecspi .......coooviiiiiiiiii i 1021
areavirtual-link. . ... e 909
arp (IPaddress MAQ) . ..ottt e et ettt et eaeas 700
AP Og oo e 701
arp opPOrtUNIstic-Nd. ... e 704
arp security violation ... ... i e 1923
AFP SECUNIEY . . ettt e e e e e 1922
aArp-aging-timeouUt. .. ... e 696
ArP-MAC-AiSPAIIEY. o v v ettt e e e e e 697
arpP-rePly-bC-dmMac. . ..ot e e e 705
atmfarea PassWord. .. ..o.iii it i e e e 2103
atMmfarea. ..o 2101
atmf backup area-mastersdelete. ... 2106
atmf backup area-mastersenable ... 2107
atmf backup area-masters NOW. ..o v it i 2108
atmf backup area-masters synchronize. ...ttt 2109
atmfbackup bandwidth ......... ... 2110
atmfbackupdelete. . ...t e 2111
atmfbackupenable ... ... i i 2112
atmf backup guestsdelete. ... 2113
atmf backup guestsenable ........ ... i 2114
atmf backup QUESES NOW . ...t e 2115
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atmf backup guests synchronize ...t 2116

atmMf baCcKUP NOW . ... e e 2117
atmf backup redundancyenable.................c i 2119
atmf backup server ... ..o e 2120
atmf backup Stop . ..o 2122
atmf backup synchronize ......... ..o 2123
AT DACKUD . ..o e e e 2105
atMf CleanUp ..o e 2124
atmfcontroller ... ... e 2125
atmf distribute firmware ........ .o 2126
atmfdomainvian. ... 2128
atmfenable ... ... e 2130
atmf group (membership) ... 2131
atmf guUEsSt-Class ... ..o 2133
atMflog-VerboSse . ... 2135
atmfmanagementsubnet ....... ... i 2136
atmfmanagementvian. ... e 2138
At MaASTEr . 2139
At MU . L e 2140
atmf network-name ... .. 2141
atmf provisionnodeclone ... 2143
atmf provision node configure boot config.................. ... . ...l 2145
atmf provision node configure boot system ...........................L 2146
atmf provisionnode create ...t e 2147
atmf provisionnodedelete ... 2149
atmf provision node license-cert ..........ooiiiiiiii i 2151
atmf provision node locate. .........ooiiii i e 2153
At PrOVISION . .. e 2142
atmfreboot-rolling ... 2154
atMf reCOVEr QUEST. ..ot 2160
atmfrecoverled-off.... ... ..o 2161
AtMf rECOVET. .. 2158
atmfremote-login. ...t e 2162
atmf restricted-login. ... 2164
atmfselect-area ... ..o.iuiiii e 2166
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atmf topology-guienable........ ... 213

atmfvirtual-link ... 2167
atmfworking-set ... ..ot 2169
attribue ... e 1834
authauth-fail vlan ... .. 1646
autharitical. ... oo e 1648
auth dynamic-vlan-creation...........c.oiiii i 1649
auth guest-vlanforward ...t e 1655
auth guest-vlan. ... ..o e 1652
authhost-mode ... ... i e 1657
AUEN Og . e e e 1659
auth max-supplicant. ... e 1661
auth profile (Global Configuration) .............ocoiii i 1663
auth profile (Interface Configuration). ...ttt 1664
auth radius send nas-identifier.............oo i 1810
auth radius send service-type ... i 1811
auth reauthentication.......... ..o 1665
auth roaming disconnected. ..........ccooiiiiiii i 1666
authroamingenable ... ... e 1668
auth supplicant-ip . ....ooii i e 1670
auth supplicant-mac. ... e 1672
auth timeout connect-timeout............... i 1675
auth timeout quiet-period ... 1677
auth timeout reauth-period. ... 1678
auth timeout server-timeout......... ..o 1680
auth timeout supp-timeout ............o i 1682
authtwo-stepenable. ... 1684
authentication. ... ... o i e 1837
auth-macaccouNnting .......cooviiiiii i e e e 1687
auth-mac authentication..............coo i 1688
auth-macenable ... ... 1689
auth-macmethod ... ... i e 1691
AUth-MaC PaSSWOId. . ..ot e ettt 1693
auth-macreauth-relearning. ..........coooiiiii it 1694
auth-macusername ... ... i e 1695
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authorization commands ..o e e 1790

authorization commands ........ ..o 1908
auth-web accouNnting. .. ..ot e 1696
auth-web authentication .......... ... o 1697
auth-webenable ... ... i 1698
auth-web forward ... ... 1700
auth-web max-auth-fail......... .. ..o i 1703
auth-webmethod ... .. .o 1705
auth-web-server blocking-mode ... 1706
auth-web-server dhcpipaddress ... 1707
auth-web-serverdhcplease. ... 1708
auth-web-server dhcp-wpad-option ... 1709
auth-web-server host-name. ... 1710
auth-web-serverintercept-port ... 1711
auth-web-serveripaddress. ........ooviiiiii i e 1712
auth-web-serverlogin-url........ ..o 1714
auth-web-serverpagelanguage ............ooiiiiii i 1713
auth-web-server pagelogo .. ... 1715
auth-web-server page sub-title..........c.ooiii i 1716
auth-web-server page sUCCeSS-MEeSSAgE . . .vvvvvr v enr e eennenennenns 1717
auth-web-server pagetitle...........ccooiiiiiii i 1718
auth-web-server page welcome-message ........ooviviiiiiniiiinennen.. 1719
auth-web-server ping-pollenable............ciiiiiiiiii it 1720
auth-web-server ping-poll failcount.................ocoiiiii i, 1721
auth-web-server ping-pollinterval ..o, 1722
auth-web-server ping-poll reauth-timer-refresh ......................... 1723
auth-web-server ping-poll timeout..............ooiiiiiiiiii it 1724
aUth-web-server Port ... ..o e 1725
auth-web-server redirect-delay-time ............ ... il 1726
auth-web-server redirect-url ..... ... 1727
auth-web-server session-keep ...t 1728
auth-web-server sslintercept-port ..o 1730
auth-web-serverssl. . ... .o 1729
autobootenable. ... ... .. e 105
auto-cost reference bandwidth (IPv6 OSPF).............coviiiiiiiian... 1024
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auto-cost reference bandwidth ..........ccoiiiiiiiii 912

o Tl 4 o] =13 U ¢ 429
bandwidth ... 1026
bandwidth ... 914
DANNEr EXEC . .ttt e 221
bannerlogin (SSH). ...t e 2516
banner 1ogin (SYstem). . ....ou it i e e e e 223
banner motd ... e 225
boot config-filebackup ..ot 108
boot config-file.......ooiii e 106
boot system backup .....o.vir i e 111
OOt SYSteM . ..o 109
boOtfile ... 2261
capabilityopaque ... 915
capability restart. ..o e 916
oo 112
ChanNEl-groUP .o e 628
Circuit-failover. . ... 2034
cisco-metric-behavior (RIP). ... ..ot e 825
ClaSS. e e 1541
ClaSS M oottt e e e e 1542
clearaaalocaluserlockout......... ..o 1792
cleararp security statistics .......coovviiiii i e 1925
cleararp-cache . ... e e e 706
clear atmf links statistics ... 2171
clear counteripv6 dhcp-client.............coo i 2324
clear counter ipvb dNCP-SEIVer . ..ot 2325
clearcounter stack. ... ..ot e 1989
clear exception log .. ..oiii i e 315
clear gurp Statistics .. ovvuvei i e 679
clearipdhcp binding ... e 2262
clearip dhcp snooping binding ... 1926
clear ip dhcp snooping statistics ........coviiiiiiiii i 1927
clearipdnsforwardingcache ... 747
Clear P igMP groUP. .« ettt e e e e e e e e 1122
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clearipigmpinterface. ... ..ot 1123

Clear P IgM et e 1121
clear ip mroute pimsparse-mode ... 1250
clearipmroute statistics ......covvii i 1216
Clear P MIOULE . o e 1215
Clear ip OSPf PrOCESS ..\ttt e e e e e 917
clear ip pim sparse-mode bsrrp-set*. ... 1249
clearip prefix-list ... ..o e 1475
Clear P P rOULE . .ot e 826
clearipvbedhcp binding. ..o 2326
clearipvedhcpclient. ... ... 2328
clearipvb mld group. ..o e 1179
clearipvbemldinterface. ... e 1180
clearipvemld ... ..o e 1178
clear ipv6 mroute pim sparse-mode. ...t 1303
clearipvb Mroute Pim .. .ot i e e e 1302
clearipvé mroute statistics. .......ocoiiiii i 1218
Clear PV MIOULE. ...t e e et 1217
clearipvbneighbors ... ... e 770
Clearipvb OSPf PrOCESS. .. i vttt e e e 1027
clear ipv6 pim sparse-mode bsrrp-set* ... ... ... i 1304
Clearipvb P rOULE. ..ot e e 875
clear lacp CoUNtErs. ..o e e e 630
clearline console ... ... e 155
clear iNe VY. .o e 156
clearlldp statistics .......oiiii e 2435
clearlldptable. ... ... 2436
clearlogbuffered. ...... ..o e 317
clearlog permanent ........oiiiiii i e 318
Clear IOg. .ttt e 316
clear loop-protection counters. ...t 431
clear mac address-table dynamic. ... 432
clear mac address-table static............cooiiii i 434
clear mls qos interface policer-counters .............cocoiiiiiii ... 1543
clear ping-poll. . ..o e 2604
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Clear POrt COUNTEY ..ttt i e e et ettt it 435

clear port-security intrusion. ........ ..o 436
clear power-inline countersinterface............coovi i, 654
clear radius local-server statistics............cooiiiii it 1843
clear spanning-tree detected protocols (RSTPand MSTP) ................. 553
clear spanning-tree statistics. .....covevei i e 552
Clear SN . . e 2517
clear test cable-diagnosticstdr..........cooiiii i 291
cleartestinterface. ... ...oooviiiiii e 422
clear vlan statistics. . ... ovuenen e 496
Client (radSECPIOXY-SIV) .ttt ettt ettt e e ineeenes 1838
client mutual-authentication..............c.o i 1840
clientname-check ... ... i 1841
client trustpoint . ... ... i 1842
ClOCK SBE. .ttt e 227
clock summer-timedate ... ... i 228
clock summer-time reCurting ......ooeiii it ie e 230
CloCK tIMEZONE .. o e 232
commit (IPVA) ..o e 1438
commit (IPVO) ... e 1492
compatible rfc1583 ... e 918
configureterminal. ... ... ..o e 91
continuous-reboot-prevention.............. .. i 233
CopPY (Fillename) . ..o e e e 113
COPY current-software . ........ouie i e 115
COPY dEbUG ..ot e 116
copy fdb-radius-users (tofile) ...t 1844
copy local-radius-user-db (fromfile)........... ... 1846
copy local-radius-user-db (tofile) ...........c i 1847
copy proxy-autoconfig-file......... ..o 1731
COPY FUNNING-CONfIg . ..ottt e e e ettt eenans 117
copy startup-config. . ....oovuieie i 118
copy web-auth-https-file............o i 1732
(o0 0) Y24 . T Yo =T o 1A P 119
create autoboot ... ... . e 120
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critical-interval . ... e 2605

crypto key destroy hostkey. ... 2518
crypto key destroy userkey. . .....ouvvr it e 2519
crypto key generate hostkey ... ..o 2520
crypto key generate rsa ... ..ooueiiiiiii e 1882
crypto key generate userkey .........oeieini it 2521
crypto key pubkey-chain knownhosts ................coooiiii e 2522
crypto key pubkey-chainuserkey. ...... ... 2524
CryPLO KeY ZErOIZe . .ot e e 1883
crypto pkiauthenticate ..... ..ot e 1884
crypto pki enroll local local-radius-all-users.............cooiiiinnt. 1849
crypto pkienrolllocaluser....... ..o 1850
cryptopkienrolllocal........cooooniiiii 1848
crypto pki enroll User ..ot 1886
Crypto pKi enroll . ... e e 1885
crypto pki exportlocal pem ... ..o 1851
crypto pki export local pkes12. ..o 1852
Crypto PKi @XPOrt PeM ..t e e 1888
Crypto pKi eXport PKCST2. ..ot e e e 1889
crypto pkiimport pem ... ... e 1891
crypto pkiimport pKesT12. .. .o 1893
crypto pki trustpointlocal. ... 1853
Crypto pKi trustpoint. . ..o e 1894
o = 2565
deadtime (RADIUS SEIVEr groUp) .. .vvveie v ei e iieiiaieieanannnns 1812
debugaaa. . ..o 1793
debug arp SeCUNitY. .. ov vt e 1928
debugatmfpacket ... 2174
debugatmf. ... e 2172
debug aryptopki ... ..o 1854
debug dotTX ..o e e 1607
AEebUG EPSH .t e 2072
debug fiber-monitoring. ... 292
debUg guIP. .o e 680
debUg igmMP .o e 1124
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debugip dhcp sNooPING. ..o e 1929

debugipdnsforwarding. ... e 748
debugip packetinterface...........ccoiiiiiiiii i 707
debugipvb ospfevents. ... ..ot e 1028
debugipvb ospfifsm ... ..o 1029
debug ipvb ospflsa. . ...oeii i 1030
debugipvb ospf nfsm. ..o e 1031
debugipvb ospfpacket........cooiiiiiiii i e 1032
debugipvb ospfroute .......coviiiii i 1033
debug ipv6 pim sparse-mode packet............ooiiiiiii 1307
debug ipvé pim sparse-mode timer ..ot 1308
debug ipvé pim sparse-mode . ......c.ooiiiiiiii i e 1305
AebUG IPVO FiP. oot e s 876
debug lacp .o e 631
debug lldp ..o 2437
debug looPProt ..t e e 439
debugmail. ... 2493
debugmld ... .o 1181
debug mstp (RSTP and STP) . .ovvi it ce e ene s 554
debugnsmmecast .. ... e 1220
debugNsmMmecastt .. ...t e 1221
debug ospf events. ...t 919
debug ospfifsm ... e 920
debug ospflsa. ..o e 921
debug ospfnfsm ... i e e 922
debug OSpPf NSM ..o e 923
debugospfpacket. .......coviiiiii e 924
debug ospfroute . ... e e e 925
debug pimdense-modeall ...........co i 1363
debug pim dense-modecontext ... 1364
debug pim dense-modedecode ... 1365
debug pim dense-modeencode ...t 1366
debug pimdense-modefsm ... 1367
debug pimdense-modemrt....... ..o 1368
debug pim dense-modenexthop .........coviiiiiiiiii i 1369
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debug pimdense-mode nsm ... ... e 1370

debug pimdense-mode Vif ... ... 1371
debug pim sparse-mode timer.........oooiiiiiii i e 1252
debug pim sparse-mode. ... e 1251
debug ping-poll . ..o e 2606
debug platform packet ... e 440
debug power-inline. ... ... e 655
debugradius .. ..ot e 1813
AebUG P o e e e 827
debug sflowagent. ... ..o e 2628
debug SflOW . ..o e 2627
debUg SNMIP. .o e 2394
debugsshclient. ... ..o e 2526
debug sshserver ... ... 2527
debug stack . .....oiii i 1990
debUug trigger ..o e 2567
debug VITp eVeNtS ..ot e 2037
debug vrrppacket. ... .o 2038
AebUG VITD e e 2036
defaultlog buffered ... 319
defaultlogconsole ... ..o e 320
defaultlogemail ... ... e 321
default log host. . ..o 322
defaultlogmonitor. ... ..o e 323
defaultlog permanent. ... ... e e 324
default-action ... ... e 1544
default-information originate (IPV6 RIPNG)........c.ccvviiiiiii .. 877
default-information originate (RIP) ..........coiiiiii i 828
default-information originate ... i 1034
default-informationoriginate ... 926
default-metric (IPV6 OSPF) .. ... 1035
default-metric (IPVE RIPNG) . ..o it ieee s 878
default-metric (OSPF) . ...t e 927
default-metric (RIP) . ..o e 829
default-router . ... ... oo 2263
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deletedebug. ..o e e 122

delete mail . ...o.oei i 2494
delete . ..o e 121
description (Authentication Profile) ................ooi it 1733
description (interface) ... e 393
description (ping-polling) . .......cooiiiiii 2607
description (Q0S PoliCy-Map) . ..vvviieii i 1545
description ({rigger) ...ovvii i e 2568
o T 123
disable (Privileged Execmode).......couviviiiii i 92
disable (VRRP) . ... e 2039
AISCOVEIY . et 2177
distance (IPV6 OSPF) . ...t e 1036
distance (OSPF). . ..o e 928
distance (RIP) .. ..o e 830
distribute-list (IPv6 OSPF) .. ...t 1038
distribute-list (IPV6 RIPNG). ... e 879
distribute-list (OSPF) . .. ..o e 930
distribute-list (RIP) . . ...otr e 831
dns-server (DHCPVO). .. ...t e 2329
o TRyl Y 2264
o o 93
domain-name (DHCPV6) . ..ottt 2331
dOMaiN-NAME . ... e 2265
domain-style . ..o 1855
OS. et e 1476
dotTX aCCOUNEING. ..ttt e e e e et et 1605
dotl1x authentication ...... ... .. i 1606
dot1x control-direction ..o 1608
o [ DY =T o P 1610
dotTX aPOI-VEISION ..\t e 1611
dotlx initializeinterface ...... ..o 1613
dotIxinitialize supplicant. ... 1614
dotTx keytransmit .. .....ouiiniii i e e 1615
dotTx max-auth-fail. ... .. ..o 1616
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dotTxmax-reauth-req ........covviiiii i i i i 1618

dotTX POrt-CoNtrol. . ..o e 1620
dotlxtimeout tx-period ...t e 1622
AUPIEX ot e e e e e 442
OO L 390
ecofriendly led ..o 235
ecofriendly Ipi . ..o e 236
edit (filename) . .. ... i 126
=T L 125
egress-rate-limit. ... ... 1546
EgresS-VIan-id .. ... e e e 1856
EgIESS-VIaN-NamMe. . .ottt i e e e 1858
enable (Privileged Execmode) ......cviiiiiiii 94
enable (VRRP) . ... 2040
enable db-summary-opt.......c..oiii i e 932
eNable PasSWOId . ... e e e e 157
enable secret. .. ..o e 160
<] o 96
enrollment (trustpoint configurationmode)....................ooooi.l 1895
EPSI CONfIgUIAtioN . ..ot e e e e 2075
epsrdatavian. ... ... 2076
epsr enhancedrecoveryenable............co i 2077
epsr mode master controlvlan primaryport ...l 2078
epsr mode transitcontrolvian..............coi i 2079
<] o g o o] 1120 2080
2 01 ) 1 <P 2081
=T 01 1 - o 1A 2082
=] o 1 P 2073
erase factory-default. ... i 2179
erase proxy-autoconfig-file ........ ... ..o 1734
erase startup-config . ....ooovvrieii i e 127
erase web-auth-https-file ... 1735
eXeC-TIMEOUL . ..o e 163
2 97
fail-couNt. ..o 2608
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fiber-monitoring action. ... e 294

fiber-monitoring baseline. ... 295
fiber-monitoringenable ....... ... 297
fiber-monitoringinterval....... ... i e 298
fiber-monitoring sensitivity ......... . . i 299
findme trigger. . ..o 240
fiINAdmMe . 238
fingerprint (trustpoint configurationmode) .................ooiiaL 1896
flowcontrol (switch port). ... e 444
flowcontrol hardware (asyn/console)..........cooveeiviiiiiiiiiiiennn... 165
fullupdate (RIP) ..o e e e e e e 832
o 0T U 1 o PP 1860
GUIFEIMEOUL ..o e e e 214
GVIP (INTEIfaCE) ..ot e e e e e 682
gvrp dynamic-vlan-creation. ..........c.oiiiiii i e 683
gvrpenable(global) ... e e 684
GVIP registration. .. ..ot e e e 685
GVIP HIMIET . e e 686
V=] 1o 98
hOSt (DHCP) . .o e et 2266
NOSt Ara . ettt 933
ROStNAME . .. 241
http-enable . ... 2180
instance priority (MSTP). ...t e e e et 558
instance vIan (MSTP) . .. .ot e e 560
interface (to configure) ..o e 394
P (PING-POIING) . vt e e e e e e e e 2609
ip address (IP Addressing and Protocol) ............ccooiiiiiiiiiiii, 709
ipaddressdnCp ...oeiii e 2267
ipdhcpbootpignore... ... e 2269
ipdhcpleasequeryenable . ... ..o 2270
P ANCP OPtION. ..t e e 2271
IPANCP POOL. . e e e 2273
ip dhcp snooping agent-option allow-untrusted......................... 1932
ip dhcp snooping agent-option circuit-id vlantriplet..................... 1933
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ip dhcp snooping agent-option remote-id...........cooviiiii i, 1934

ip dhcp snooping agent-option.......coiiiiiii i 1931
ip dhcp snooping binding ... 1935
ip dhcp snooping database .......coovii i e 1936
ip dhcp snooping delete-by-client ....... ... 1937
ip dhcp snooping delete-by-linkdown........... ... ool 1938
ip dhcp snooping max-bindings ... e 1939
ip dhcp snooping subscriber-id ... 1940
ipdhcp sNOOPING trUSt. ..o e e 1941
ip dhcp snooping verify mac-address. .........coviiiiii i 1942
ip dhcp snooping violation. ..o e 1943
P ANCP SNOOPING . .ottt i e e e e e 1930
ip dhcp-relay agent-option checking ... 2276
ip dhcp-relay agent-optionremote-id ...ttt 2277
ip dhcp-relay agent-option subscriber-id-auto-mac...................... 2332
ip dhcp-relay agent-option ... e 2274
ip dhcp-relay information policy ... 2278
ipdhcp-relay maxhops ..o 2280
ip dhcp-relay max-message-length. ..., 2281
ip dhcp-relay server-address . .......ooiiiiiiiii i 2283
ip directed-broadcast.........cooiiiiiiii e 711
ipdnsforwardingcache ...... ..o e 750
ip dns forwarding dead-time. ..ot 751
ipdnsforwarding retry ... ... 752
ip dns forwarding source-interface ... 753
ipdns forwarding timeout ... 754
ipdnsforwarding. ........ouiriiiii e e 749
ipdomain-list. . ... e e 755
iIPdomain-looKUP . ...it i e e 756
P AOMaAIN-NAME. .. i e e et et e e 757
ip forward-protocol Udp . ..ovv it e 713
ip gratuitous-arp-link . ... e e 715
iphelper-address. .....covuiii i e e 717
[Tl leTa T oI Talal=T33 | £o] U1 o J A0 PP 1126
ipigmp flood specific-query ...t 1127
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ipigmpimmediate-leave ... e e 1128

ip igmp last-member-query-count ....... ... 1129
ip igmp last-member-query-interval............cooi il i 1130
P IgMP Mt o e e e 1131
P IgMP MaXiMUM-GIOUPS .. v ettt ettt et eateeaeenaeeenneennneenn 1132
P IgMP MIOULE-PIOXY et ittt ettt et e e e e e eanennens 1134
1P IgMP PrOXY-SEIVICE. ¢ vttt ettt ettt e e e e aeeeeneentennenneans 1135
ipigmp querier-timeout ..o e 1136
ipigmp query-holdtime ... ... i 1137
ipigmp query-interval ... ..ot e 1139
ip igmp query-max-response-time ........c.vtvitinrenieeneeniennennnns 1141
P IgMP ra-0PtiON. .ot e et e e 1143
ip igmp robustness-variable .......... ... i 1144
ipigmp snooping fast-leave. ..o 1146
iP IgMP SNOOPING MIOULEr . ..ttt et i e ie i aienens 1147
P IgMP SNOOPING QUETIEN . .o v ettt ettt e e eii e eieeaneennns 1148
ip igMp SNOOPING repPOort-SUPPIeSSION ..ottt eii e raeenns 1149
ip igmp sNoOOPING routerMOde .. ..ouvie i i i 1150
ip igmp snooping tcn query solicit .....ooovv it 1152
P IgMP SNOOPING. « e ettt ettt ettt e et e e eaeeaneeenns 1145
ip igmp source-address-check ..........oiiiiiiiiiii 1154
(1038 Lo 10101 0353 2 PSS PP 1155
ipigmp ssm-mapenable. ... e 1156
ipigmpssm-map static......cooiriiii i i e 1157
ip igmp startup-query-count........ ..o i 1161
ip igmp startup-query-interval ........ ... i i 1162
P IgMP STAtiC-groUP . .o v e e e e i e e 1159
P IgMP trUsSted . .o e 1163
[T TN Te [ Y o JRYZ=1 53 (o o 1S 1164
1038 Lo 100 o S P 1125
ip limited-local-proXy-arp . ..ovvr v e e e 719
P 10Cal-PrOXY-arP. . oot e 720
P M OULE .ttt i e i e e e e e 1222
ip multicast allow-register-fragments. ..., 1224
ip multicast allow-register-fragments. ..., 1254
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ip multicast forward-first-packet ...........ccoo i 1225

ipMulticastroute. ... ... 1226
ip multicast route-limit. ... i 1228
ip multicast wrong-vif-suppression. .........cooiiiii it 1229
ipMulticast-routing ........cooiiiiiiii i e e 1230
[P NAME-SEIVEY ettt ettt ettt ettt e a et i at e e et eneeaeennes 758
ip ospfauthentication ....... ... 934
ip ospf authentication-key ... ... . .o 935
P OSPFCOSt. .ot e e 936
ip ospf database-filter. ... 937
ipospfdead-interval. ...t 938
ipospfdisableall ... e 939
ipospfhello-interval. ... e 940
ip ospf message-digest-Key .......coiiiiiii i 941
P OSPT MEU . ..o e e 943
P OSPf MtU-IgNore. . ..o e e 944
P OSPf NEtWOIK. ..ot e e 945
1P OSPf PHOTILY . .ottt e e 946
P OSPf resynC-tiMmeEoULt. . ....oi i 947
ip ospf retransmit-interval ...... ... .. o i 948
ipospftransmit-delay. ........ ..o 949
ip pim accept-register list.........cooivniitiiini i 1255
[To3 010 0 1= 1) er= 1 ol o S0 PP 1256
ippimbsr-border. ... ..o e 1257
ippimbsr-candidate. ... e 1258
ip pim cisco-register-checksum group-list ............... ...t 1260
ip pim cisco-register-checksum ....... ..ottt i 1259
iP PIM CrP-CiSCO-PrefiX ..o e et e 1261
ip piMm dense-mode PassiVe . ....ovvit ittt 1373
ippimdense-mode. ..ot e 1372
(1o 3y ] [aaTe 1o ¢ o 41 VPP 1262
ippimexclude-genid ... e e 1263
ip pim ext-srcs-directly-connected (PIM-DM) ..........coovviiinina... 1374
ip pim ext-srcs-directly-connected (PIM-SM)...........cooiviiii ... 1264
ip pim hello-holdtime (PIM-DM). . ....ooii e eaeas 1375
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ip pim hello-holdtime (PIM-SM) .. ... e 1265

ip pim hello-interval (PIM-DM) . ... ..ot 1376
ip pim hello-interval (PIM-SM). ...t i 1266
ip pim ignore-rp-set-priority ... e e 1267
P PIM JP-EIMer . e e e e 1268
ip pim max-graft-retries. ... e 1377
ip pim neighbor-filter (PIM-DM) ...t 1379
ip pim neighbor-filter (PIM-SM) ... ....iiii i i 1269
ip pim propagation-delay............coiiiiiiiii i 1380
ip pim register-rate-limit........ ..o i 1270
ip pim register-rp-reachability............ccooiiiii i 1271
P PIM FegiSter-SOUICE ..\ttt et e it e i e eaneenns 1272
IP PIM register-SUPPreSSION ...ttt ettt e i eieaneeenns 1273
P PIM IP-address. .ottt e e e e e 1274
ippimrp-candidate. ... e 1276
ippim rp-register-kat ...t e 1277
ip PIM SParse-MOde PASSIVE. .. ovt ittt e e it eieaans 1279
P PIM SPArSE-MOAE ...\ttt et e it et aiaaeans 1278
ip pim spt-threshold group-list....... ..o 1281
ip pimspt-threshold ... e 1280
1038 o 1 01877 o S 1282
ip pim state-refresh origination-interval ................... ... ... ... 1381
P PrEfiX-liSt. .ttt i e e e e 1479
1038 o] 014 V=1 g o J 721
ip radius source-interface ... 1814
1o TR T =T L =Y ot 3 722
ip rip authentication key-chain..............cooo it 833
ip rip authenticationmode. ... 835
ip rip authenticationstring...........cooi i 838
P M FECEIVE VBISION. ittt ettt et ettt et et e, 841
ipripreceive-packet . ... ..ot e e 840
ip rip send version T-compatible ..............o i 845
PP SENA VEISION ..ottt e e ettt et 843
ipripsend-packet ........c.oiiiiiii e 842
ipripsplit-horizon . ... e 847
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1o T8 o 1 1 (AP 804

ipsourcebinding.........cooiiiii i 1944
ip tacacs soUrce-iNterface .. ...ttt e e 1913
ip tftp source-interface. ... e e 128
ipunreachables ... e 724
ipv6 access-list (named IPv6 hardware ACL) .........cooviiiivinennine. 1493
ipv6 access-list extended (named). ... 1517
ipv6 access-listextended proto ...t e 1521
ipv6 access-list standard (named) ... 1529
ipv6 address (DHCPVO PD) ..ot e 2333
ipv6 address autoconfig ... 773
IPVO address dCp .. ov v e e e 2336
PV @dArESS. oottt ettt e e e e e e 771
ipvedhcpclientpd ... e 2338
iPVE dhcp option ..o 2340
IPVO AhCP POOL ..o e e 2342
103 VZe 3o | Vel o Y=Y V7= AP 2344
PVG enable. ... e 775
IPVE fOrwarding ......ooiuii i e 777
IPVO 10Cal POOL. .. e e e e 2345
IPVO MIA ACCESS-GIOUP . vttt ittt ittt ie ettt e et eieaeanans 1185
ipv6 mld immediate-leave ... 1186
ipv6 mld last-member-query-count ..........c.oviiiiiiiii i 1187
ipv6 mld last-member-query-interval.......... ... oL 1188
PVO MID limit. ..o e 1189
ipv6 mid querier-timeout . ... ... e 1191
ipvé mid query-interval . ... ... e 1192
ipv6 mld query-max-response-time ........c.coiiiiiiiii i 1193
ipv6 mld robustness-variable ......... ... ... 1194
ipv6 mld snooping fast-leave ... 1197
iPV6 MId SNOOPING MIOULEY . . .v ittt ieaeaans 1198
iIPV6 MId SNOOPING QUEKIEN . ..ttt ettt et e i it ieienaas 1200
ipv6 mld snoopPiNg report-SUPPIeSSION .. .vvvtir i i e i ieeieananans 1201
IPVO MIA SNOOPING. « vttt ettt e e e e aeas 1195
ipvé mld ssm-mapenable...... ... 1203
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ipvé mld ssm-map static.........ooiiiiiii i e e 1204

IPVE MId static-group . . ..ot 1205
10X VZe 3 401 [0 V7= £ 1o 1 PP 1207
PVO MU, L e e e e i 1184
10 2YS 3 0 01 (o 11 1 (< 1231
ipv6 multicast forward-slow-path-packet.................c.ooooiiiii.t. 1219
ipv6 multicast forward-slow-path-packet................cooiiiiiiiiiin, 778
IPVO MUILICAST roUte .. o i i e e e e 1233
ipv6 multicast route-limit ............ i 1236
IPVO6 MUILICaSt-TOUtINg . ..o et 1237
ipv6 nd managed-config-flag ... 779
ipv6 nd minimum-ra-interval....... ... e 780
ipv6 nd other-config-flag ... 781
ipv6 Nd prefix (DHCPV6). .. ..ottt 2347
IPVE N PrefiX. ..o e 782
PVO NA raguard . .....oui i e e e 786
ipvondra-interval ... e e 784
ipvendra-lifetime ... ..o 785
ipvb nd reachable-time ... e e 788
ipv6 nd retransmission-time ..........cooiiiiiii i e e 789
103 VZe 3 g Yo YU o o €T T - 1 790
IPVO NEIGDOT ..o e 791
IPV6 OPPOrtUNIStIC-Nd. . ..o e e 792
ipv6 ospf authentication spi........cooviiiii i 1040
PV OSPT COSt Lttt e e e 1042
ipvb ospfdead-interval ......... ... i 1043
ipv6 ospf display route single-line..............cooiiii i, 1044
ipv6 ospf encryption spiesp ....o.ee i 1045
ipv6 ospf hello-interval ... e 1048
ipv6 ospf neighbor ... ... i 1049
IPVE 0spf NEtWOrK .. .o 1051
IPVG OSPf PriOKitY ..ot 1052
ipv6 ospf retransmit-interval ......... ..o i 1053
ipv6 ospftransmit-delay ........ ..o 1054
IPV6 PiM accept-register .. ..ovvvi it i 1310
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IPVO PIM @NYCast-IP. o v ettt et et it e 1311

ipV6 pim bsr-border ... ..o 1312
ipv6 pim bsr-candidate ... ... e 1313
ipv6 pim cisco-register-checksum group-list.................. ... ool 1315
ipv6 pim cisco-register-checksum ...t 1314
IPV6 Pim Crp-CisCo-prefixX. . ....o.iiii i 1316
IPVO PIM Ar-Priority . ..ot e i et e 1317
ipv6 pim exclude-genid. ... e e 1318
ipv6 pim ext-srcs-directly-connected ... 1319
ipv6 pim hello-holdtime ........ ..o i 1320
ipv6 pim hello-interval....... ..o i e 1321
ipV6 pim ignore-rp-set-priority ......cooveiiiiiii i 1322
IPVO PIM JP-timMer .o i e e e e e e 1323
ipv6 pim neighbor-filter. ... ... .. i 1324
ipv6 pim register-rate-limit. ... i 1325
ipv6 pim register-rp-reachability ... 1326
IPVO PIM regiSter-SOUICE . ..ttt it e i eieaneeenns 1327
IPV6 PiM register-sSUPpPressiON. ... ..ttt i e i aeanens 1328
ipvb pimrpembedded ...... ..o e 1333
IPVO PIM rP-address ..ottt e et e e e 1329
ipvé pimrp-candidate ... e 1331
ipv6 pim rp-register-kat. ..o 1334
iPV6 PiM Sparse-MOde PaSSIVE . .vvtte e e i i e eiin i eneanas 1336
IPVO PIM SParsE-MOTE ...ttt it et e e i i 1335
ipv6 pim spt-threshold group-list ... 1338
ipv6 pim spt-threshold. ....... ..o 1337
103V o] 1 4 157 o S PP 1339
IPV6 pim unicast-bsm. ... ..o e 1340
PVO Prefix-list . ... e e 1533
iIPV6 rip metric-offset ... ...t e 880
IPVO rip sPlit-horizon. .. ..o e 882
PV FOUT . .ttt e e et et et e 793
PV FOU . .ttt e e et et et et e e 806
IPVO router OSPf area. .. ..o it e 1055
1o}V (o 10 (=] g T 1SS 883
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ipv6 tftp source-interface ... 129

ipvb traffic-filter ... ..o 1512
ipve unreachables . ...... ... 794
Key Chain. ... 849
Y . et et e, 848
KBY-SrING ettt e e 850
lacp global-passive-modeenable ...t 632
[aCP POrt-PriOritY . ..ottt e 633
lacp SYStEM-PriOFitY. .. .ot e 634
laCp tiIMEOUL. ... 635
1= Y 2285
[enNgth (@SYN) ..o e 167
length (ping-polldata).........cooviiiii i e 2610
license redistribute ...... ... 205
license update (filename) ..ottt e e 206
licenseupdateonline. ... ..co.iiiiii i e 207
NS ettt e 194
BN, e e 168
INK-address .. ... e 2349
linkflap action . ..o e 446
lldp faststart-count ... e 2439
lldp holdtime-multiplier ... e 2440
lldp management-address . ......c..viviiiin it 2441
lldp med-notifications ... e 2442
lldp med-tlv-select. ... e 2443
lldp non-strict-med-tlv-order-check ............ ... i 2446
lldp notification-interval ..o i e 2447
lldp Notifications ......oovuiiii i i e e e e 2448
lldp port-number-type. ... ..o 2449
dp reinit. ..o e 2450
P rUN o e e e 2451
] e o34 15 0 =T PP 2452
ldp thv-select. . ....cooui i e e e 2453
lldp transmit receive . .....ooiii i e e e 2455
dp tx-delay . ....ooori i e e e e e e e 2456
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[ = B o]0 14 V- T o J P 723

location civic-location configuration ................ ... ol 2457
location civic-locationidentifier...........cooooi i 2461
location civic-location-id. ... ... i 2462
location coord-location configuration ..., 2463
location coord-location identifier ... 2465
location coord-location-id ........ ..o 2466
location elin-location ... ... ..o i 2467
location elin-location-id. ... ... .. i 2468
log buffered (filter) ..... ..ot e 326
log buffered exclude. . ... ..o 329
logbuffered size. ... ..ooviiiii i e e 332
logbuffered . ... ..o e 325
log console (filter) ......ouinii i e 334
10g cONSOle @XCIUAE ..\t e e et e e 337
0g CONSOIE . .ttt e e e e e 333
logemail (filter). ..o e e 341
logemail exclude. ... ... e 344
logemail time ... .o e e 347
log email ... e e e 340
0g eVENt-NOSt. ..ot e e e 216
log facility . ...oveee e 349
log host (filter). . ..o oi e e e e e 353
loghostexclude. ... e e e 356
I0g oSt SOUICE ..ottt e e e e ettt 359
log oSt time . .o e 360
[ N 4 o -] P 351
logmonitor (filter) .....oovrii i e e e e 362
logmonitorexclude ...t e e 365
log permanent (filter) ... ..o 369
logpermanent exclude . ... ..ot e e 372
lO0g PEIMANENT SIZE .o\ttt e e e e e e e e 375
g PeIMANENt ..o e e e e 368
[O0g trUSTPOINT. . .ottt e e e 378
loginauthentication..........c.oiiiiiiii i i e 1794
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log-rate-limit NSm .. ..o e 376
loop-protection action. ...t e 448
loop-protection action-delay-time ......... ... 449
loop-protection loop-detect ........covviiii i 447
loop-protection timeout ....... ..ot 450
mac address-tableacquire ... 451
mac address-table ageing-time ... i i 452
mac address-table logging. ... 453
mac address-table static ..........c. i 454
mac address-table thrash-limit......... ... ... i 455
mac address-table ves-sync-mode. . ... 1991
Mail fromM. .. 2496
0T 11 I o =T 7= 2497
Ml . e e 2495
MAtCh ACCESS-GrOUP .ttt et et ettt aaas 1548
MAtCN COS ottt e e e 1550
00T el 1 e £ o o 180 1551
match eth-format protocol. ... 1552
MAtCh INNEI-COS . .ottt 1555
matchinner-vlan ... ... 1556
matchinterface. ... ... 1100
Match i address ...t e 1101
Match P NEXt-NoP. ...t e e e 1104
Match ip-precedence . ... ..o e e e e 1557
MatCh PVl address. ... ..o e e e 1106
MAtCh MaAC Y P . ottt e e e et et e e 1558
MAtCh MEtriC. ..o e 1107
MatCh roUte-tYPe. ..ot 1108
MAtCh tag ..o e e 1109
match tep-flags. ... e 1559
Match VIan ... e 1560
max-concurrent-dd (IPv6 OSPF) .. ... 1057
max-concurrent-dd. ... ... e 950
Max-fib-rOULEs. . . ... e 243
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MAX-fID-TOULES. . . vttt e e e 807

MaximumM-access-list ..........ooiniii 1481
MAXIMUM=AIA . . e ettt ittt ettt ettt et e e et et a e eae e eaeanens 951
MaXiMUM-Paths. ... e e 809
MAXIMUM =PI X, Lt i i e e et e 851
max-static-routes. ... e 244
Mmax-static-routes. ... i 808
MITOr INTEITACE. . . et 410
KT . e 130
001 30 o 3 el o -3 1561
MmIsgosenable ... ..o e 1562
MIS QOS MAP COS-QUEUER TO . oo v vttt ittt et et eeiieeieneanns 1563
mls qos map premark-dscpto.......cc.viiiii it 1564
MOAEIYPE . e 2182
MOVEdEbUG. ..o e e 132
0 0T 1Y 131
0 T A 396
L3010 PP 398
MUIICAST . et e 1238
T L P 1861
Neighbor (IPV6 RIPNG). . ..ot et 884
NEighbor (OSPF) . ..o e e et 952
NEIghbOr (RIP) .. e e e e e e ettt 852
Network (DHCP) . ... et 2287
NEtWOIK (RIP) ..ot e e 853
NEIWOIK @rea . .. e ettt et 953
T2 g =T = 2288
no crypto pki certificate. ... ... 1898
nodebugall......cooiiii e 245
NO POIICE . et e e 1566
normal-interval. . ... .. ... e 2611
NP ACCESS-GrOUP . o vttt e ettt ettt e e e e e e 2369
Ntpauthenticate. ... 2370
ntp authentication-key ........ ..ot e 2371
ntp broadcastdelay .........ooviiiii i e e 2372
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NP AiSCard ..ot e e e 2373

N D MAST O . e e e 2374
] 00T 0 T= < P 2375
1 031 =1 o T 2377
10 0T = = P 2379
10 0T o 1 | el P 2381
NP trUStEd-KeY . .ot e e 2383
offset-list (IPVO RIPNG). ..ottt et et 885
Offset-list (RIP) . ..ot et 854
openflow controller. ... e 1972
openflow native vlan ...t e 1973
OPENflOW VEISION ... e e e 1974
0PN OW. L 1971
optimistic-Nd . ... e 726
OPLION (DHCPVG). ..o it e e et et 2351
o] 0110 o VA P 2289
OSPf ADr-tYPe . e 955
ospf restart grace-period. ........ooviiiiiiiii i e 956
ospfrestart helper .. ..ot e e 957
OSPf roUter-id. ... e e 959
overflow databaseexternal .......... ... . i 9261
overflow database. ........ ..o 960
passive-interface (IPV6 OSPF). . ... vt ci i 1058
passive-interface (IPV6RIPNG) . .....iiiiiii e 886
passive-interface (OSPF) ...t e e e 962
passive-interface (RIP) ... ..ottt et 855
PING PV ettt ettt ettt e e e 795
1 S AP 727
PING-POll .. e e 2612
platform hwfilter-size. ... e 456
platform I3-vlan-hashing-algorithm ................... ... ..ol 1736
platform load-balancing ............cooi i 457
platform load-balancing ... 637
platform mac-vlan-hashing-algorithm................... ... ... . ..., 1737
platform stop-unreg-mc-flooding ..............coi i 459
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platform vlan-stacking-tpid ............coo i 461

[010] - 11 780 462
police single-rate action ..o it e 1567
police twin-rateaction...........ccoiiiiiii i e 1569
POlICY-MaD . ettt e 1571
port-vlan-forwarding-priority ... 497
power-inline allow-legacy. .......cc.vii it i e 657
power-inline description. .. ....oouv i e 658
power-inline enable ...... ... e 659
POWET-INIINE MaAX. .ottt i e e ettt e 660
POWEr-INIINE PHOIIY . vttt e e e et e e e e iea et 662
power-inline usage-threshold.............cco i 664
0T =T=T 0o o] o 10 o [ 2041
prefix-delegation pool . ....... ..o 2353
010 11/ PP 2043
PHOMEY-QUEBUE . . . ettt ettt et aieeaaeens 1572
private-vlan association......... ... i e 501
private-VIan .. ... e 500
privilege level ... .o e e 170
probe enable. ... ..o e e 2291
Probe PACKEtS . ..ottt e e e 2292
Probe tiMeEOUL. ... o e e 2293
[ T0] o T8 1Y/ o TP 2294
PrOXY-POI. .« ottt e e 1795
o PR 133
FAdiUS-SECUIE-PIOXY @@ « vttt etettete ettt ene et eeneeneneenennanens 1796
radius-secure-proxy local-server. ........coovii ittt 1862
radius-serverdeadtime ... ... ..o i 1815
radius-Server NOSt ... ... .o 1816
FadiUS-SEIVEI KEY ..ottt e e e e et e 1819
radius-serverlocal ....... ... e 1863
radius-server retransmit. ... ... ..o 1820
radius-server timeout. . ... ..ot 1822
=10 T 1= P 2295
reboot rolliNg. . ..o e e 1992
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recv-buffer-size (IPV6 RIPNG) ... .ouiiiii e 887
recv-buffer-size (RIP) .. .....ouii i e 856
redistribute (IPV6 OSPF). . ...t 1059
redistribute (IPVERIPNG) . ...t e 888
redistribute (OSPF) .. ...t e 963
redistribute (RIP). ... ..o e 857
FegiON (MSTP) Lo e e e e e et et 562
reload rolling . .....oe i e e 1993
Tel0ad . e e 247
FEMATK NEW-COS ..\ttt ettt et e e e e ieen, 1575
0T8T 14 0= 1P 1573
remote-command (deleted). ... 1994
reMOte-10gin . ..o e 1995
remote-mirrorinterface. ... .. ..ot 412
1] 0T <T= | PP 2569
restartipvbéospfgraceful........ ..o 1061
restartospfgraceful ... ... i 965
restartripgraceful ... ... i 858
reViSion (MSTP) ... e e 563
rip restart grace-period ...t e 859
1010 1 134
rMoN alarm. ... 2502
rmon collection history ....... .. i 2504
rmon collection stats ...... ... i 2505
FMON VENT. .o e e e i it e ieans 2506
route (IPVORIPNG) .. .vo i e e 889
roUte (RIP) ..o e 860
FOUT . ettt e e e e 2296
(00 1 (< 0 0= o JS P 1110
FOUTEN IPVO OSPf & ettt ittt e e ettt et eaes 1062
Lo TU ) (=TT oY/ 1 1o T A 890
routeripvé vrrp (interface) .......ovviiii i e 2045
101 (=] o1 o S 966
010 =T g T o T 861
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router virp (INterface) . . ..o et e e e 2047

router-id (IPV6 OSPF). .. ..ottt 1063
FOUTEI-Id ettt e 967
rsakeypair (trustpoint configurationmode)................. ..ol 1899
SAMIPIE-SIZE. . ottt e 2613
ol 101 2570
security-password forced-change ...........coiiiiiiiiii i 172
security-password history....... ... 171
security-password lifetime ... e 173
security-password minimum-categories. ........vuvvriiiniiinnennennn 174
security-password minimum-length.............. ...l i, 175
security-password reject-expired-pwd. . ... ... 176
SEeCUrity-passWOrd WarNing ........ouvuenie i inieiei e eeeannn. 177
send-lifetime . ... 862
Server (radSeCPIOXY-23) . .. vvv vt vttt ereneereneeneneenenneneneeneneenns 1797
SEIVEL (SEIVEI GIOUP) vttt vttt ettt ettt e et et i eanenneaneennans 1824
Server auth-Port ... ..o e e 1864
serverenable. ... ... 1865
server mutual-authentication ........... ... i i 1799
server name-check ... ... e 1800
Server trusStPOINt. . ..ot e e 1801
service advanCed-VY ......ovuiiii i e 178
SerViCe ANCP-relay ..ot e e 2297
SEIVICE AN CP-SBIVET L ettt e e et et e e e 2298
Service dNCP-SNOOPING. . oo vttt ettt e 1946
SEIVICE MttD. e e e 217
service password-enCryption. ... e 179
Service POWer-iNliNe . ...t e e 665
SEIVICE SSN. .t e 2528
servicetelnet. .. ... 180
service terminal-length (deleted)...........cooo i 181
SIVICE S . et e e 423
service-policy INPUL. . ..ot 1577
setip NEXt-hOP (PBR). ..ottt ettt 1578
setip next-hop (routemap) ......ooviiiii i i 1112
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Set MetriC-tYPe .ot e 1115
£ O =T 1116
sflow agent (@ddress) ....ovviniie i e e 2629
sflow collector (@ddress) ........oouviiuiiii e 2631
sflow collector max-datagram-size ..............ccooiiiiii i, 2633
sflowenable. ... 2634
sflow max-header-size ... ..o e 2635
sflow polling-interval ... e 2637
sflow sampling-rate. . ........ooiiniii 2638
show aaalocaluserlocked..........cooiii e 1803
SHOW @@@ SEIVEI GrOUD . .t vttt ettt et e e e et e e eennanes 1804
show access-list (IPv4 Hardware ACLS). . ....o.vuinininiiiniiininiaannn 1439
show access-list (IPv4 Software ACLS). ......c.vviininiiii i, 1482
show arp security interface. ... 1949
show arp security statistics. ........cooiiiii i 1951
SNOW @I SECUIItY . o vttt e e 1948
S OW Al .ot e 728
show atmfarea guests. ........ouii it 2190
show atmfareaguests-detail.............cooiiiiiiiii i 2192
show atmfareanodes .........ouiiiiii i i 2194
show atmf area nodes-detail ...t 2196
show atmfarea summary ...ttt 2198
show atmfarea. ... ... ..o e 2187
show atmfbackuparea ... 2203
show atmfbackupguest..........ocoiiiii i 2205
show atmf backup . ... 2199
show atmfdetail. ... ... ..o 2207
show atmfgroupmembers ... 2211
ShOW atmf groUp . ..o e 2209
show atmfguest. ... e 2213
show atmflinks detail....... ... i 2217
show atmflinks guest. ... 2226
show atmf links statistics............cooviiiiiiii i 2229
show atmf linKs. ..ot 2215
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show atmf memory (deprecated). ...... ..o 2232

show atmfnodes ..o e 2233
show atmf provision NOdes .........oviriiii ittt 2235
show atmftech. .. ..o e 2236
show atmf virtual-links. ... ..o e 2239
show atmfworking-set ... e 2241
ShOW atmf. . e 2183
show auth diagnostics.......oovrii i e 1740
show authinterface....... ... e 1742
show auth sessionstatistics. ...t 1745
show auth statisticsinterface ... 1746
show auth supplicantinterface.............cooiiiiii i 1750
show auth supplicant. ... e 1747
show auth two-step supplicantbrief ...t 1751
ShOW aUEh. ... e 1738
show auth-web-serverpage .......c.ooviiiiiiiiii i 1753
show auth-web-server........ ..o 1752
ShOW autobOOt . . ... 135
show banner login. ..o 2530
ShOW DOOT. . e 136
SHOW ClasS-Map ..ot e 1580
ShOW ClOCK . .. e 248
show continuous-reboot-prevention............cccoiiiii i, 250
show counterdhcp-client..........ooiiiiiiii i 2299
show counterdhcp-relay ... 2300
show counter dhcp-server ..o et 2303
show counteripv6 dhcp-client...........ccoiiiiiii i, 2355
show counter ipv6 dhCp-Server ........ooviiiiiii it iiia e, 2357
SHOW COUNtEr l0g . ..ot e et 379
show countermail...... ..o e 2498
show counter ntp (deprecated) .........coiiiiiiiii i 2384
show counter ping-poll ... e 2615
SHOW COUNtEr SMMP-SEIVEN. ..\ttt ittt et e it ie e 2395
show counterstack.........oooiii e 1996
ShOW CPU NiSTOrY it e e e e e 254
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show crypto key hostkey..........ooeniniiiiii i 2531
show crypto key mypubkey rsa.........coooiiiiiiiiii i 1900
show crypto key pubkey-chain knownhosts ............................. 2532
show crypto key pubkey-chain userkey.................cooiiiii, 2533
show crypto key userkey. ... ..o 2534
show crypto pki certificates local-radius-all-users ........................ 1868
show crypto pki certificatesuser ... 1870
show crypto pki certificates ... 1866
show crypto pki certificates ... 1901
show crypto pkienrollmentuser.........c.cvviviiiii i, 1903
show crypto pki trustpoint........ ..o 1904
show crypto pki trustpoints ... 1872
showdebuggingaaa ... 1805
show debugging arp security .......c.coiiii i 1953
show debugging atmfpacket...........cooiiiiii i 2243
show debuggingatmf ... ... i 2242
show debugging dotTIX.......ooovuiii i 1624
show debugging epsr ...t e 2083
show debugging gurp ..o e 688
show debugging igmp. ..o e 1165
show debugging ip dhcp snooping ..o, 1954
show debuggingipdnsforwarding ...............ocoiiii i 760
show debuggingippacket........covviiiiiiiiii i e 730
show debugging ipv6 ospf..... .o 1064
show debugging ipv6 pim sparse-mode..............cooviiiiiiinna., 1341
show debugging ipve rip . ..o e 891
show debugging lacp. ..o e 639
show debugging lldp ... e 2469
show debugging loopprot. ... ... 463
showdebuggingmld. ...t 1208
show debugging mstp. ..o e 564
show debugging ospf ... 968
show debugging pimdense-mode............c.cooiiiiiiiiiiiii i 1382
show debugging pim sparse-mode .........ccoiiiiii i 1283
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show debugging platform packet............cooiiiiiiii i 464

show debugging power-inline ...t 666
show debuggingradius. ...t e 1826
show debugging rip ... e 864
show debugging sflow ... 2639
show debugging snmp ... 2399
show debugging stack..........cooiiiiiiiii i 2000
show debugging trigger. ... e 2572
show debugging VIrp. ..o e 2049
showdebugging ... e 257
Show dhep lease. ..o e e 2305
show diagnostic channel-group. ...ttt 640
show dosinterface. ... ..o e 1484
show dotTx diagnostics. .. ..vuvein i e 1628
show dotTxinterface ........c.ovuiiiiiii e 1630
show dotTx sessionstatistics ...........coiuieiiiii i 1635
show dot1x statisticsinterface .......... ..o i 1636
show dot1x supplicantinterface ............cccoiiiiii i, 1639
show dotTx supplicant. ... 1637
SNOW Ot TX. ottt e 1625
show ecofriendly ... ... 258
show epsr <epsr-instance> counters ...........c.oviiiiiiiiiiiennennnns 2092
Show epsr <epsr-iNStance> ... ...t 2091
Show epsr commoN SEgMENTS . ..ottt it e i e ia e, 2089
show epsrconfig-check. ... e 2090
SHOW €SI COUNTEIS . .\ttt et ettt ettt eeeanans 2093
SHOW EPSI SUMMAIY .ttt ettt ettt e i e i e e ineeneneanes 2094
SO BT ettt e e e e 2084
show etherchanneldetail ..............o i 643
show etherchannel summary ...t 644
show etherchannel ....... ... 642
Show exXception 10g. . ..o e 380
Show file SyStemS . . ..o e 139
ShOW file .o 138
show flowcontrolinterface......... ..o 465
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show gvrp configuration. ...t 689

show gvrpmachine. ... ..o 690
ShOW gVrp statistics. ..o v e e 691
SHOW GV Ml . e e e 692
ShOW iStOry. ..o e 100
ShOW hOSTS . et e 761
SHOW D L e 218
show interface acCess-groUP . ..vv ittt ie et ce i ieiiia e 1441
show interface brief. ... ... i 403
show interface err-disabled ........ ... 466
show interface mMemory. .......oe it e 260
show interface memory. .. ..o e 404
show interface status ..o 406
show interface switchport vlan translation................................ 503
show interface switchport ... i 467
Show interface. . ...t e 400
show ipaccess-list......oovuiiiiii i e 1487
showipdhcpbinding. ... 2307
ShoW ip dhCP POOL. .. 2309
show ip dhcp serverstatistics .......coovveviiiiii i 2314
show ip dhcp server summary .........iuiniiiii it 2316
show ip dhcpsnoopingacl.........coiiiiiiiiiiii i 1956
show ip dhcp snooping agent-option ........ccovviii i iiiiiiiinen.. 1959
show ip dhcp snooping binding............coooiiii i 1961
show ip dhcp snoopinginterface. ...t 1963
show ip dhcp snooping statistics. .......coviiiiniiiiii i, 1965
Show ip dhCp SNOOPING . .o v i e e e e 1955
showipdhcp-relay ....... oo e 2313
show ipdnsforwardingcache ...t 763
show ip dns forwarding server ..........oviiiiiiiiiiiinii e, 764
showipdnsforwarding............cooiiiiiiiiiiiii i 762
showipdomain-list. ... e 765
show ipdomain-name. ... ettt 766
ShOW P IgMP GrOUPS .o v ettt e e e e ene e 1166
show ipigmpinterface ...t i 1168
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SNOW P IgMP PrOXY. < .o et 1170

show ip igmp SNOOPING MIOULEr ... ...vei e ieeeieeeeen 1171
show ip igmp snooping routermode .........cviiiiiiiiiiiiiiiii e 1172
show ip igmp snooping statistics...........cooiiiiii it 1173
showipinterface ... 732
SHOW P MIOULE. ..o e e e 1239
SHOW P MV, . e 1241
SHOW I NAME- IV, . . ettt ettt et ettt i iy 767
show ip ospf border-routers. .........cooiiiiiiii i 972
show ip ospf database asbr-summary ................o i, 975
show ip ospf databaseexternal .............ccoiiiiiiiiiii i, 976
show ip ospf databasenetwork ... 978
show ip ospf database nssa-external .............. ... il 979
show ip ospf database opaque-area.............cooiiiiiiiiiiiiiiii., 981
show ip ospf database opaque-as.........cooviiiiii i 982
show ip ospf database opaque-link. ...t 983
show ip ospf databaserouter ... 984
show ip ospf databasesummary ... 986
showipospfdatabase..........cooiiiiii i 973
showipospfinterface ... e 989
showipospfneighbor. ... 990
SHOW P OSPf roUte. ..ot e 992
show ip ospfvirtual-links. ... e 993
SHOW P OSPf. ot e 969
show ip pim dense-mode interfacedetail..............................L. 1385
show ip pim dense-modeinterface..............coiiiiiii i, 1383
show ip pimdense-modemroute ..., 1386
show ip pim dense-mode neighbordetail ............................... 1388
show ip pim dense-mode neighbor ..., 1387
show ip pim dense-mode nexthop ..., 1389
show ip pim sparse-mode bsr-router ..., 1284
show ip pim sparse-mode interfacedetail .....................oooiiiaL. 1287
show ip pim sparse-modeinterface ...t 1285
show ip pim sparse-mode local-members ... 1288
show ip pim sparse-mode mroutedetail......................ooiiiil 1292
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show ip pim sparse-mode mroute. .......c.ooveiiiiiii i, 1290

show ip pim sparse-mode neighbor............. ... il 1294
show ip pim sparse-mode nexthop.............cooiii i, 1295
show ip pim sparse-mode rp mapping .......covvviiiiiiiiiiiinnennann. 1297
show ip pim sparse-moderp-hash ...............ooi i, 1296
show ip prefix-list. . ... e 1488
Show ip Protocols OSpf. ... e e e 994
ShOW P ProtoColS M oo e i e e e e 865
showipripdatabase. ..ot 867
show ipripinterface. ... e 868
S OW D T ottt e e 866
showiproutedatabase...........ccooiiiii i e 813
ShOW P rOUte SUMMAIY . ..ottt et 815
SHOW P TOUtE. . .o e e e 810
S OW P TPT et e 1242
SHOW P SOCKES. .\ttt e e e e e e 733
showipsourcebinding ... 1968
show iptraffic ... ..o e 736
show ipv6 access-list (IPv6 Hardware ACLS) . ....vvivniniiiiniiinnnnnns, 1514
show ipv6 access-list (IPv6 Software ACLS)........oovviiiviiiininnnnnn.. 1535
showipv6dhcpbinding ... 2360
showipvedhcpinterface .........oviiiiii i 2363
Show ipvb dNCP POOI ..o e 2365
SHOW PV ANCP oot e e e e 2359
show ipv6 forwarding. .......covuiiii i et 796
show ipv6 interface brief..........coo i 797
ShOW IPVO MIf Lo 1246
ShOW iPVE MId GroUPS .. v it e ettt 1209
showipvbmldinterface ..........ccooiiiiiiii i 1210
show ipv6 mld snooping mrouter...........cocviiiiiiiiiiiiiiiinennen.. 1211
show ipv6 mld snooping statistics............oviiiiiiii i, 1212
SHOW PVO MIOULE ..ot e e e ettt e 1243
show ipv6 multicast forwarding...............coiii i 1245
show ipv6 neighbors ..o e 798
show ipv6 ospf databaseexternal .............coviiii i, 1069
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show ipv6 ospf databasegrace..........c.cooiiiiiii i 1070

show ipv6 ospf database inter-prefix ...l 1071
show ipv6 ospf databaseinter-router...............cooiiiiiii .. 1072
show ipv6 ospf database intra-prefix ..., 1073
show ipv6 ospf databaselink.................. i 1074
show ipv6 ospf database network.............ciiiiiiiiiii 1075
show ipv6 ospf databaserouter.............cooiiiiii i 1077
showipvb ospfdatabase. ... 1067
show ipvb ospfinterface..........ccooiiiii i e 1082
show ipv6 ospfneighbor.......... ..o 1084
ShOW iPV6 OSPF roUte ..ot i 1086
show ipv6 ospf virtual-links .............coo i 1088
SHOW IPVO OSPf oo 1065
show ipv6 pim sparse-mode bsr-router..............ccoiiiiiiiiiiiiia, 1342
show ipv6 pim sparse-mode interfacedetail ..................cooineL. 1345
show ipv6 pim sparse-modeinterface.............cooiiiiiiiiiiiiit, 1343
show ipv6 pim sparse-mode local-members...............cccovviviin... 1346
show ipv6 pim sparse-mode mroutedetail .................. ... ... ... 1350
show ipv6 pim sparse-modemroute ...........cooiiiiiiiiiiiiiiiiiinn 1348
show ipv6 pim sparse-mode neighbor. ...l 1352
show ipv6 pim sparse-mode nexthop ..., 1353
show ipv6 pim sparse-mode rp mapping........covvviiiiiiniiienennen.. 1355
show ipv6 pim sparse-mode rp nexthop..........ccooviiiiiiiii it 1356
show ipv6 pim sparse-moderp-hash ..o, 1354
show ipv6 prefix-list ... 1537
ShOW ipV6 ProtoCOIS P .. v et e et 892
showipvbripdatabase ...t e 894
show ipvb ripinterface. ... ..oovui i e 895
S OW PV D e e ettt e e e e e e 893
ShOW ipV6 roUte SUMMAIY .. o.vtt i e e e et i i ne e 801
ShOW iPV6 roUte SUMMAIY .. tuttt it e e et e it i i eneeenans 818
SHOW VO FOULE ..ottt e i e ettt 799
SHOW VO FOULE ..ottt e i e ettt 816
ShOW 1aCp SYS-Id . oot e 645
SHOW [aCP-COUNtET. ...t e et 646
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show license briefmember ..ot e e 200

show license brief .. ... ... i 198
show license external........ ..o 209
show license member. . ... oo e 202
SNOW [ICENSE. . .t 196
show lldpinterface ...t e 2473
show lldplocal-info. ... e 2475
show lldp neighborsdetail...........ccoiiiiiii i 2482
show lldp neighbors. ... e 2480
show lldp statisticsinterface ...........cooviiiiiii i 2488
show lldp statistics ..o i 2486
SHOW . e e 2471
ShOW 10Cation . ..o 2490
ShOW 10g CONFig oo vee e e 383
Show log permanent. ... ...oovuiit i e et et 385
SHOW lOg e e e 381
show loop-protection. .......coviiii i e e 468
show mac address-table thrash-limit .................o..iiiiiiiiitt, 472
show macaddress-table ......... ..o 470
ShOW Mail . . e 2499
show memory allocations. ........ ..o 264
show memory history. ... ..o.oiin i i e 266
ShOW MEMOrY POOIS . ..ttt e e e e e e e 268
showmemoryshared......... ..o 269
SNOW MEMOIY . .ottt ettt e e ettt 262
show mirrorinterface........c.oouiiiiiii i e 415
SNOW MIITON . . e 414
show mls qos interface policer-counters.............ccoiviiiiiiinnn... 1585
show mls qos interface queue-counters ............c.oviiiiiiinnnnnn.. 1587
show mls qos interface storm-status..............cooiiiiiiiiii ... 1589
showmls qosinterface. ........coiiiir i e 1582
Show MIs 4OS MaPS COS-QUEUE . ..o\ttt i e e e eeieeeneenns 1590
show mls qos maps premark-dscp .......oovriiiiiiii i, 1591
SHOW MIS OS. .ttt e e e 1581
Show NtP assOCiations ... ..ot e e e 2385
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show ntp counters associations ..........cooviiiiii i i, 2389

SHOW NtP COUNTEIS. . it ettt 2387
ShOW NtP Status . ...oi i e e 2391
show openflow config ......oooviiii i 1975
show openflow coverage ... 1977
show openflow flows ...t e 1979
showopenflowrules. ........ooveirii i e 1981
show openflow status ..o e 1983
ShoW PING-POIl ... e 2617
show platform classifier statistics utilization brief ........................ 1592
show platform classifier statistics utilization brief ......................... 475
show platform port. ... e 476
show platform. . ... 473
ShOW POlICY-Map ..t 1593
show portetherchannel .......... ..o i 647
show port-security interface ........ ...t 480
show port-security intrusion ............oo ittt 481
show port-vlan-forwarding-priority ... 502
show power-inline counters ..........oiiiiiii it 670
show power-inline interfacedetail ...............cciiiiiiiii i, 674
show power-inlineinterface ...t i 672
Show power-inline. . ..o e e s 667
ShOW PrIVIIEgE. o et e e e e e e 182
SO PIrOCESS . ettt ettt e e e e e e e 270
show provisioning (Stack) . ........ooveiiiii it 2002
show proxy-autoconfig-file ........... ..o 1754
show radius local-server group. ....oov v in i in i ciieeieeneenes 1873
show radius local-servernas ...t 1874
show radius local-server statistics ... 1875
show radius local-serveruser. ... 1876
ShOW radius SErVer GroUP .. v vttt ettt i e e e i e e eieneneenes 1806
show radius statistics ... 1830
SNOW radilUs . . et e 1827
Show reboot history ..o 273
ShOW remote-mirror ... .o e 416
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ShOW rMON alarm . ..o e e e 2507

ShOW rmon @VeNt. ... .o e 2508
ShOW rmon history. . ... i e e i 2510
show rmon statistics . .. ... 2512
SHOW FOULE- M. .ottt i et e e e 1117
ShOW rouUter-id. .. .o e 275
show running-configatmf ....... ... ... i 2244
show running-configinterface ... 145
show running-config log. . ...t e 387
show running-config routeripve vrrp .........ooiiniiiii i, 2050
show running-configrouter vrrp ..o 2051
show running-configsflow. ... 2641
show running-config sNMpP . ...t e 2400
show running-config ssh. ... 2535
show running-config stack. ..ot 2001
show running-config trigger ..o 2573
Show running-config ... e 141
show security-password configuration ..o 183
ShOW SECUNity-PasSWOrd USEr. ... vvu it ittt e et e eiennenans 184
show sflowinterface....... ..o 2644
ShOW STIOW ..o e 2642
show snmp-server Community ..ot in it inneenes 2402
SHOW SNMP-SEIVEN GIrOUD vttt ettt e e e e e ieeenneneanenns 2403
SNOW SNIMP-SEIVEN USEI . .ttt ettt ettt ittt et ee e eieneenenns 2404
SHOW SNMP-SEIVEI VIEW . .. ot e et i e ettt i e eeaeenns 2405
SHOW SNMP-SEIVET . . ettt et et et e e ee e, 2401
show spanning-tree brief ........ ... i 568
show spanning-treemstconfig ... 570
show spanning-tree mst detail interface.................. ..ol 573
show spanning-tree mst detail interface......................ooalll. 578
show spanning-treemstdetail ...t 571
show spanning-tree mstinstanceinterface......................ooi il 576
show spanning-treemstinstance ..............coooiiiiiiii i, 575
show spanning-tree mstinterface...........c.coviiiiii ... 577
show spanning-tree Mt . .....oii i e 569
C613-50126-01 Rev A Command Reference for x510 Series 80

AlliedWare Plus™ Operating System - Version 5.4.6-2.x



show spanning-tree statistics instanceinterface ....................... ... 583

show spanning-tree statistics instance ...t 582
show spanning-tree statisticsinterface ...l 585
show spanning-tree statistics ..........ccoviiiiiiii it i 580
show spanning-tree vlanrange-index ..., 587
ShOW SPaNNiNg-tree .. ..ot e e e 565
show sshclient ... e 2539
show ssh serverallow-users. ........ ..o, 2542
show ssh server deny-Users .........ovuviiiiiii i, 2543
ShOW SSh SerVer. ..o e 2540
SNOW SSh L e 2537
show stack detail ... 2005
show stack resiliencylink............o i 2009
SNOW STACK ...ttt e 2003
show startup-config .......cooveieii i e 147
show static-channel-group. ...t i 648
Show storm-control. ... ..o e 482
show system environment. ... ...t 277
show system fiber-monitoring ... 301
Show system iNterrupts ......o.oeieie i 278
SNOW SYStEM MAC. ..ttt ettt 279
ShOW System PCi deViCe . ..o vttt e e 280
ShOW SYStemM PCirEe ..t ittt e e et et e 281
show system pluggabledetail..............oooiiiii i 306
show system pluggable diagnostics.............cooiiiiiiiii ... 309
show system pluggable. ... 304
show system serialnumber. ... ..o 282
SNOW SY St EIM L e 276
SNOW £ACACS . o ettt e 1914
Show tech-sUPPOIt ... e e 283
show telnet. . ..o e 185
show test cable-diagnosticstdr ..o 311
SHOW tHg g . o et e 2574
SNOW USEIS . ettt e e e 186
SNOW VEISION ...ttt e 148
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ShOW VIaNn @Cess-mMap ..ottt et e e e e e 505

show vlan classifier groupinterface ..ot 507
show vlan classifier group. ... e 506
show vlan classifier interface group .........ccoviiiiii it 508
show vlan classifierrule. ... 509
show vlan filter ... e 510
show vlan private-vlan. ... ... e 511
show vlan statistics . ......oeieiu i 512
SNOW VIaN .. e 504
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spanning-tree edgeport (RSTPand MSTP) ........covviiiiiiiiii i, 592
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Part 1: Setup and Troubleshooting

C613-50126-01 Rev A Command Reference for x510 Series 89
AlliedWare Plus™ Operating System - Version 5.4.6-2.x



CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 91

. “disable (Privileged Exec mode)” on page 92
. “do” on page 93

. “enable (Privileged Exec mode)” on page 94
. “end” on page 96

. “exit” on page 97

. “help” on page 98

. “logout” on page 99

. “show history” on page 100
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CLI NAVIGATION COMMANDS
CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example

C613-50126-01 Rev A

This command enters the Global Configuration command mode.
configure terminal
Privileged Exec

To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awplus# configure terminal

awplus (confiqg) #

Command Reference for x510 Series
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awplus# disable
awplus>
Related enable (Privileged Exec mode)
Commands

end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awplus# configure terminal

awplus (config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret commands. If no password is specified then only users with the maximum
privilege level set with the username command can assess Privileged Exec mode.

Syntax enable [<privilege-level>]

Parameter Description

<privilege Specifythe privilege level for a CLI sessionin the range <1-15>, where

- level> 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret commands from the Global Configuration
mode. The service password-encryption command encrypts passwords
configured by the enable password and the enable secret commands, so
passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).
awplus> enable
awplus#
The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a

privilege level of 7 or greater do not need to enter a password to access Privileged
Exec mode. Users with a privilege level 6 or less need to enter a password to access
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Privilege Exec mode. Use the enable password command or the enable secret
commands to set the password to enable access to Privileged Exec mode.

awplus> enable 7

awplus#

Related disable (Privileged Exec mode)

Commands
enable password
enable secret
exit
service password-encryption
username
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CLI NAVIGATION COMMANDS
END

end

Overview

Syntax

Mode

Example

Related
Commands
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This command returns the prompt to the Privileged Exec command mode from
any other advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows the use of the end command to return to the
Privileged Exec mode directly from Interface mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if) # end

awplusf#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit

Command Reference for x510 Series
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CLI NAVIGATION COMMANDS
EXIT

exit

Overview

Syntax

Mode

Example

Related
Commands
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This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the

session.

exit

All command modes, including Global Configuration and Interface Configuration

modes.

The following example shows the use of the exit command to exit Interface mode,
and return to Configure mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if)# exit

awplus (confiqg) #

disable (Privileged Exec mode)

enable (Privileged Exec mode)

end

Command Reference for x510 Series
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CLI NAVIGATION COMMANDS
HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax help
Mode All command modes

Example To display a description on how to use the system help, use the command:

awplus# help

Output Figure 1-1:  Example output from the help command

When you need help at the command line, press '?'.

If nothing matches, the help list will be empty. Delete
characters until entering a '?' shows the available options.

Enter '?' after a complete parameter to show remaining wvalid
command parameters (e.g. 'show ?').

Enter '?' after part of a parameter to show parameters that
complete the typed letters (e.g. 'show ip?').
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CLI NAVIGATION COMMANDS
LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax logout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awplus# logout
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CLI NAVIGATION COMMANDS
SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show history
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awplus# show history

Figure 1-2:  Example output from the show history command

en
show ru

conf t

route-map er deny 3
exit

ex

~ o U W N

di
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File and
Configuration
Management

Commands

Introduction

This chapter provides an alphabetical reference of AlliedWare Plus™ OS file and
configuration management commands.

Filename Syntax Many of the commands in this chapter use the placeholder “filename” to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/] [<directory>/]<filename> To specify afile in the configs directory
Flash memory in Flash:

flash:configs/example.cfg

Copyingtoorfrom wusb:[/] [<directory>/]<filename> To specify a file in the top-level
a USB storage directory of the USB stick:
device usb:example.cfg
Copying with http:// [ [<username>:<password>]@] To specify a file in the configs directory
HTTP {<hostname>|<host-ip>}[/<filepath on theserver:
>]/<filename> http://www.company.com/configs/exa
mple.cfg

Copying with TFTP  tftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
tftp://172.1.1.1/example.cfg

Copying with SCP  scp://<username>@<location>[/<dir To specify afile in the configs directory

ectory>] [/<filename>] on the server, logging on as user “bob”:
eg.
scp://bob@10.10.0.12/configs/example
.cfg
C613-50126-01 Rev A Command Reference for x510 Series 101

AlliedWare Plus™ Operating System - Version 5.4.6-2.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

When you copy a

file... Use this syntax: Example:

Copying with SFTP  sftp://[[<location>]/<directory>] To specify afilein the top-level

/<filename> directory of the server:
sftp://10.0.0.5/example.cfg
Copyingtoorfrom <hostname>-<stack ID>/flash:[/][< To specify afile in the configs directory
stack member directory>/] on member 2 of a stack named vcstack:
Flash <stack member filename> vcstack-2/flash:/configs/example.cfg

Valid characters The filename and path can include characters from up to four categories. The
categories are:

1) uppercase letters: Ato Z
2) lowercase letters:atoz
3) digits:0to 9

4)  special symbols: most printable ASCll characters not included in the previous
three categories, including the following characters:

.
- e
.2

Do not use spaces, parentheses or the + symbol within filenames. Use hyphens or
underscores instead.

Syntax for A leading slash (/) indicates the root of the current filesystem location.

directory listings . . .
y 9% |n commands where you need to specify the local filesystem’s Flash base directory,

you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

Similarly, you can specify the USB storage device base directory with usb or usb:

or usb:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file

commands.

In a stacked environment you can only access £ 1ash and nvs using the stack
member filepath (e.g.dir awplus-2/flash:/).To accessa USB storage
device on a backup stack member, use the remote-login command.

Command List - “autoboot enable” on page 105

. “boot config-file” on page 106

. “boot config-file backup” on page 108

“boot system” on page 109

. “boot system backup” on page 111

. “cd” on page 112

“copy (filename)” on page 113

. “copy current-software” on page 115

. “copy debug” on page 116

“copy running-config” on page 117

. “copy startup-config” on page 118

. “copy zmodem” on page 119

“create autoboot” on page 120

. “delete” on page 121

. “delete debug” on page 122

“dir" on page 123

. “edit” on page 125

. “edit (filename)” on page 126

“erase startup-config” on page 127

. “ip tftp source-interface” on page 128

. “ipv6 tftp source-interface” on page 129

“mkdir” on page 130

. “move” on page 131

. “move debug” on page 132

“pwd” on page 133

. “rmdir” on page 134
. “show autoboot” on page 135
. “show boot” on page 136
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. “show file” on page 138
. “show file systems” on page 139
. “show running-config” on page 141
. “show running-config interface” on page 145
. “show startup-config” on page 147
. “show version” on page 148
. “write file” on page 150
. “write memory” on page 151
. “write terminal” on page 152
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AUTOBOOT ENABLE

autoboot enable

Overview

Syntax

Default

Mode

Example

Related
Commands

C613-50126-01 Rev A

This command enables the device to restore a release file and/or a configuration
file from external media, such as a USB storage device.

When the Autoboot feature is enabled, the device looks for a special file called
autoboot. txt onthe external media. If this file exists, the device will check the
key and values in the file and recover the device with a new release file and/or
configuration file from the external media. An example of a valid autoboot . txt
file is shown in the following figure.

Figure 2-1:  Example autoboot.txt file

[AlliedWare Plus]

Copy from external media enabled=yes
Boot Release=x510-5.4.6-1.1.rel
Boot Config=networkl.cfg

Use the no variant of this command to disable the Autoboot feature.

NOTE: This command is not supported in a stacked configuration.

autoboot enable

no autoboot enable

The Autoboot feature operates the first time the device is powered up in the field,
after which the feature is disabled by default.

Global Configuration

To enable the Autoboot feature, use the command:
awplus# configure terminal
awplus# configure terminal

awplus (config)# no autoboot enable

create autoboot
show autoboot

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage

Examples
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Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-filename>

no boot config-file

Parameter Description

<filepath-filename>  Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

You can only specify that the configuration file is on a USB storage device if there
is a backup configuration file already specified in Flash. If you attempt to set the
configuration file on a USB storage device and a backup configuration file is not
specified in Flash, the following error message is displayed:

)

% Backup configuration files must be stored in the flash
filesystem

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file “branch.cfg” stored on the device’s Flash filesystem
the next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# boot config-file flash:/branch.cfg

To stop running the configuration file “branch.cfg” stored on the device's Flash
filesystem when the device boots up, use the commands:

awplus# configure terminal
awplus (config)# no boot config-file flash:/branch.cfg

To run the configuration file “branch.cfg” stored on the switch’s USB storage
device filesystem the next time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# boot config-file usb:/branch.cfg
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BOOT CONFIG-FILE

To stop running the configuration file “branch.cfg” stored on the switch’s USB
storage device filesystem when the device boots up, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file usb:/branch.cfg

Related boot config-file backup

Commands
boot system
boot system backup
show boot
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BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage

Examples

Related
Commands

C613-50126-01 Rev A

Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <filepath-filename>

no boot config-file backup

Parameter Description

<filepath-filename> Filepath and name of a backup configuration file.
Backup configuration files must be in the Flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup . cfg as the backup to the main
configuration file, use the commands:

awplus# configure terminal

awplus (config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup . cfg as the backup to the main
configuration file, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file backup flash:/backup.cfg

boot config-file
boot system
boot system backup

show boot
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BOOT SYSTEM

boot system

Overview

Use this command to set the release file to load during the next boot cycle.

Use the no variant of this command to remove the release file as the boot file.

Syntax boot system <filepath-filename>

Mode

Usage

Examples

C613-50126-01 Rev A

no boot system

Parameter Description

<filepath-filename> Filepath and name of a release file.
The specified release file must exist and must be stored
in the root directory of the specified filesystem.
Valid release files must have a . rel extension.

Global Configuration

You can only specify that the release file is on a USB storage device if there is a
backup release file already specified in Flash. If you attempt to set the release file
on a USB storage device and a backup release file is not specified in Flash, the
following error message is displayed:

% A backup boot image must be set before setting a current boot

image on USB storage device

In a VCStack configuration, the stack only accepts a release file on a USB storage
device if a USB storage device is inserted in all stack members and all stack
members have a bootloader version that supports booting from it. If a stack
member has a USB storage device removed an error message is displayed. For
example, if stack member 2 does not have a USB storage device inserted the
following message is displayed:

% Stack member 2 has no USB storage device inserted

To run the release file x510-5.4.6-1.1.rel stored on the device’s Flash filesystem the
next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# boot system flash:/x510-5.4.6-1.1.rel

To remove the release file x510-5.4.6-1.1.rel stored on the device’s Flash filesystem
the next time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# no boot system flash:/x510-5.4.6-1.1.rel

Command Reference for x510 Series 109
AlliedWare Plus™ Operating System - Version 5.4.6-2.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS
BOOT SYSTEM

To run the release file x510-5.4.6-1.1.rel stored on the switch’s USB storage device
filesystem the next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# boot system usb:/x510-5.4.6-1.1.rel

To remove the release file x510-5.4.6-1.1.rel stored on the switch’s USB storage
device filesystem the next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# boot system usb:/x510-5.4.6-1.1.rel

In a VCStack configuration, if there is not enough space to synchronize the new
release across the stack, the boot system command has an interactive mode that
prompts you to delete old releases.

awplus# configure terminal

awplus (config)# boot system x510-5.4.6-1.1l.rel

Insufficient flash available on stack member-2 (11370496)
to synchronize file x510-5.4.6-1.1.rel
(14821895) .

List of release files on stack member-2
x510-5.4.6-0.1.rel (14822400)

Select files to free up space,
Delete awplus-2/flash:/x510-5.4.6-0.1.rel? (y/n)[n]:y

"y

Answering “y” at the prompt will cause the system to delete the specified file:

awplus (config)# y

Deleting selected files, please wait........oiiiiiinnennnnnn.
Successful operation

VCS synchronizing file across the stack, please wait.............
File synchronization with stack member-2 successfully completed
[DONE ]

Related boot config-file

Commands L
boot config-file backup
boot system backup
show boot
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BOOT SYSTEM BACKUP

boot system backup

Overview

Syntax

Mode

Examples

Related
Commands
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Use this command to set a backup release file to load if the main release file cannot
be loaded.

Use the no variant of this command to remove the backup release file as the
backup boot file.

boot system backup <filepath-filename>

no boot system backup

Parameter Description

<filepath-filename> Filepath and name of a backup release file.
Backup release files must be in the Flash filesystem.
Valid release files must have a . rel extension.

backup The specified file is a backup release file.

Global Configuration

To specify the file x510-5.4.6-0.1.rel as the backup to the main release file, use the
commands:

awplus# configure terminal

awplus (config)# boot system backup flash:/x510-5.4.6-0.1.rel

To remove the file x510-5.4.6-0.1.rel as the backup to the main release file, use the
commands:

awplus# configure terminal

awplus (config)# no boot system backup flash:/x510-5.4.6-0.1.rel

boot config-file
boot config-file backup
boot system

show boot
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cD

cd

Overview

Syntax

Mode

Example

Related
Commands
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This command changes the current working directory.

cd <directory-name>

Parameter Description

<directory-name> Name and path of the directory.

Privileged Exec

To change to the directory called images, use the command:
awplus# cd images

dir

pwd

show file systems
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COPY (FILENAME)

copy (filename)

Overview

Syntax

Mode

Examples
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This command copies a file. This allows you to:

. copy files from your device to a remote device
. copy files from a remote device to your device
. copy files stored on Flash memory to or from a different memory type, such

as a USB storage device

. create two copies of the same file on your device

copy <source-name> <destination-name>

Parameter Description

<source-name> The filename and path of the source file. See Introduction
on page 101 for valid syntax.

<destination-name> The filename and path for the destination file. See
Introduction on page 101 for valid syntax.

Privileged Exec

To use TFTP to copy the file bob.key into the current directory from the remote
server at 10.0.0.1, use the command:

awplus# copy tftp://10.0.0.1/bob.key bob.key

To use SFTP to copy the file new.cfg into the current directory from a remote server
at 10.0.1.2, use the command:

awplus# copy sftp://10.0.1.2/new.cfg bob.key

To use SCP with the username “beth” to copy the file old.cfg into the directory
config_files on a remote server that is listening on TCP port 2000, use the
command:

awplus# copy scp://beth@serv:2000/config files/old.cfg old.cfg

To copy the file newconfig.cfg onto your device’s Flash from a USB storage device,
use the command:

awplus# copy usb:/newconfig.cfg flash:/newconfig.cfg

To copy thefile newconfig.cfg to a USB storage device from your device’s Flash, use
the command:

awplus# copy flash:/newconfig.cfg usb:/newconfig.cfg

To copy thefile config.cfg into the current directory from a USB storage device, and
rename it to configtest.cfg, use the command:

awplus# copy usb:/config.cfg configtest.cfg
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COPY (FILENAME)

Related
Commands
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To copy the file config.cfg into the current directory from a remote file server, and
rename it to configtest.cfg, use the command:

awplus# copy fserver:/config.cfg configtest.cfg

To copy thefile test.txt from the top level of Flash on stack member 2 to the current
directory in the stack master, use the command:

awplus# copy awplus-2/flash:/test.txt test.txt

Note that you must specify either the NVS or Flash filesystem on the (backup) stack
member (flash: in this example).

copy zmodem
edit (filename)

show file systems
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COPY CURRENT-SOFTWARE

copy current-software

Overview

Syntax

Mode

Example

Related
Commands
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This command copies the AlliedWare Plus™ OS software that the device has
booted from, to a destination file. Specify whether the destination is Flash or USB
when saving the software to the local filesystem.

copy current-software <destination-name>

Parameter Description

<destination-name> The filename and path where you would like the current
running-release saved. This command creates afile if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 101 for valid syntax.

Privileged Exec

To copy the current software as installed in the working directory with the file
namemy-release.rel, use the command:

awplus# copy current-software my-release.rel

boot system backup

show boot
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COPY DEBUG

copy debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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This command copies a specified debug file to a destination file. Specify whether
the destination is Flash or USB when saving the software to the local filesystem.

copy debug {<destination-name>|debug]|flash|nvs|scp|ltftplusb}
{<source—-name>|debug|flash|nvs|scp|tftplusb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output saved. See Introduction on page 101 for valid
syntax.

<source-name> The filename and path where the debug output originates.
See Introduction on page 101 for valid syntax.

Privileged Exec

To copy debug output to a USB storage device with a filename “my-debug”, use
the following command:

awplus# copy debug usb:my-debug

Figure 2-2:  CLI prompt after entering the copy debug command

| Enter source file name []:

delete debug

move debug
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COPY RUNNING-CONFIG

copy running-config

Overview

Syntax

Mode

Examples

Related
Commands
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This command copies the running-config to a destination file, or copies a source
file into the running-config. Commands entered in the running-config do not
survive a device reboot unless they are saved in a configuration file.

copy <source-name> running-config
copy running-config [<destination-name>]

copy running-config startup-config

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this when you want the script in the file to become
the new running-config. See Introduction on page 101 for
valid syntax.

<destination-name> The filename and path where you would like the current
running-config saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 101 for valid syntax. If you do not
specify a file name, the device saves the running-config to
a file called default.cfg.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the running-config into the startup-config, use the command:
awplus# copy running-config startup-config

To copy thefile layer3.cfgintothe running-config, use the command:
awplus# copy layer3.cfg running-config

To use SCP to copy the running-config as current . cfg to the remote server
listening on TCP port 2000, use the command:

awplus# copy running-config
scp://user@server:2000/config files/current.cfg

copy startup-config
write file

write memory
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COPY STARTUP-CONFIG

copy startup-config

Overview

Syntax

Mode

Examples

Related
Commands
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This command copies the startup-config script into a destination file, or
alternatively copies a configuration script from a source file into the startup-config
file. Specify whether the destination is Flash or USB when loading from the local
filesystem.

copy <source-name> startup-config

copy Startup-config <destination-name>

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this to copy the script in the file into the startup-
config file. Note that this does not make the copied file the
new startup file, so any further changes made in the
configuration file are not added to the startup-config file
unless you reuse this command. See Introduction on page
101 for valid syntax.

<destination-name> The destination and filename that you are saving the
startup- config as. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 101 for valid syntax.

Privileged Exec

To copy thefile Layer3.cfgtothe startup-config, use the command:
awplus# copy Layer3.cfg startup-config

To copy the startup-configasthefile oldconfig.cfginthe current
directory, use the command:

awplus# copy startup-config oldconfig.cfg

copy running-config
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copy zmodem

Overview This command allows you to copy files using ZMODEM using Minicom. ZMODEM
works over a serial connection and does not need any interfaces configured to do
a file transfer.

Syntax copy <source-name> zmodem

copy zmodem

Parameter Description

<source-name> The filename and path of the source file. See Introduction on
page 101 for valid syntax.

Mode Privileged Exec

Example To copy the local file asuka . key using ZMODEM, use the command:
awplus# copy asuka.key zmodem

Related copy (filename)

Commands .
show file systems
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CREATE AUTOBOOT

create autoboot

Overview Use this command to create an autoboot . txt file on external media. This
command will automatically ensure that the keys and values that are expected in
this file are correct. After the file is created the create autoboot command will
copy the current release and configuration files across to the external media. The
external media is then available to restore a release file and/or a configuration file
to the device.

Syntax create autoboot usb
Mode Privileged Exec

Example To create an autoboot.txt file on a USB storage device, use the command:
awplus# create autoboot usb
Related autoboot enable
Commands
show autoboot

show boot
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DELETE

delete

Overview

Syntax

Mode

Examples

Related
Commands
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This command deletes files or directories.

delete [force] [recursive] <filename>

Parameter Description

force Ignore nonexistent filenames and never prompt before deletion.

recursive  Remove the contents of directories recursively.

<filename> The filename and path of the file to delete. See Introduction on page
101 for valid syntax.

Privileged Exec

To delete the file temp . cfg from the current directory, use the command:
awplus# delete temp.cfg

To delete the read-only file one . c£g from the current directory, use the
command:

awplus# delete force one.cfg
To delete the directory 01d_configs, which is not empty, use the command:
awplus# delete recursive old configs

To delete the directory new _configs, which is not empty, without prompting if
any read-only files are being deleted, use the command:

awplus# delete force recursive new_configs

erase startup-config

rmdir
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DELETE DEBUG

delete debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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Use this command to delete a specified debug output file.

delete debug <source-name>

Parameter Description

<source-name> The filename and path where the debug output originates.
See Introduction on page 101 for valid URL syntax.

Privileged Exec

To delete debug output, use the following command:

awplus# delete debug

Figure 2-3:  CLI prompt after entering the delete debug command

| Enter source file name []:

copy debug

move debug
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DIR

dir
Overview

Syntax

Mode Privileged Exec

Usage

Examples
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This command lists the files on a filesystem. If no directory or file is specified then
this command lists the files in the current working directory.

dir [all] [recursive] [sort [reverse] [namel|size|time]]
[<filename>|debug|flash|nvs|usb]

Parameter Description

all List all files.

recursive List the contents of directories recursively.

sort Sort directory listing.

reverse Sort using reverse order.

name Sort by name.

size Sort by size.

time Sort by modification time (default).

<filename> The name of the directory or file. If no directory or file is
specified, then this command lists the files in the current
working directory.

debug Debug root directory

flash Flash memory root directory

nvs NVS memory root directory

usb USB storage device root directory

In a stacked environment you can use the CLI on a stack master to access
filesystems that are located on another stack member. The syntax is:

<hostname>-<stack ID>/flash:[/][<directory>/]

<stack member filename>

For example, to specify a file in the “configs” directory on member 2 of a stack,
enter:

awplus-2/flash:/configs/example.cfg

To list the files in the current working directory, use the command:
awplus# dir
To list the non-hidden files in the root of the Flash filesystem, use the command:

awplus# dir flash
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DIR

Output

To list all the files in the root of the Flash filesystem, use the command:
awplus# dir all flash:

To list recursively the files in the Flash filesystem, use the command:
awplus# dir recursive flash:

To list the files in alphabetical order, use the command:

awplus# dir sort name

To list the files by size, smallest to largest, use the command:

awplus# dir sort reverse size

To sort the files by modification time, oldest to newest, use the command:
awplus# dir sort reverse time

To list the files within the Flash filesystem for stack member 2, use the command:
awplus# dir awplus-2/flash:/

Note that you must specify the filesystem on the stack member (flash in this

example).

Figure 2-4:  Example output from the dir command

awplus#dir
630 -rw-
23652123 -rw-
149 -rw-

May 19 2016 23:36:31 example.cfg
May 17 2016 03:41:18 x510-5.4.6-1.1.rel
Feb 9 2016 00:40:35 exception.log

Related
Commands
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cd
pwd
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EDIT

edit

Overview

Syntax

Mode

Examples

Related
Commands
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This command opens a text file in the AlliedWare Plus™ text editor. Once opened
you can use the editor to alter to the file.

If a filename is specified and it already exists, then the editor opens it in the text
editor.

If no filename is specified, the editor prompts you for one when you exit it.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

For more information about using the editor, including control sequences, see the
File Management Feature Overview and Configuration Guide.

edit [<filename>]

Parameter Description

<filename> Name of a file in the local Flash filesystem.

Privileged Exec

To create and edit a new text file, use the command:
awplus# edit

To edit the existing configuration file myconfig. cfg stored on your device’s
Flash memory, use the command:

awplus# edit myconfig.cfg

edit (filename)

show file
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edit (filename)

Overview This command opens a remote text file as read-only in the AlliedWare Plus™ text
editor.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

Syntax edit <filename>

Parameter Description

<filename> The filename and path of the remote file. See Introduction on
page 101 for valid syntax.

Mode Privileged Exec
Example To view the file bob. key stored in the security directory of a TFTP server, use the
command:
awplusf# edit tftp://security/bob.key
Related copy (filename)
Commands .
edit

show file
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ERASE STARTUP-CONFIG

erase startup-config

Overview

Syntax
Mode

Example

Related
Commands
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This command deletes the file that is set as the startup-config file, which is the
configuration file that the system runs when it boots up.

At the next restart, the device loads the default configuration file, default.cfg. If
default.cfg no longer exists, then the device loads with the factory default
configuration. This provides a mechanism for you to return the device to the
factory default settings.

erase startup-config
Privileged Exec

To delete the file currently set as the startup-config, use the command:

awplus# erase startup-config

boot config-file backup
copy running-config
copy startup-config

show boot
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IP TFTP SOURCE-INTERFACE

ip tftp source-interface

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command to manually specify the IP address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

ip tftp source-interface [<interface>|<ip-add>]

no ip tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IP address of this interface as its source IP address.

<ip-add> The IP address that TFTP requests originate from, in dotted
decimal format

There is no default source specified.
Global Configuration

This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

To specify that TFTP requests originate from the IP address 192.0.2.1, use the
following commands:
awplus# configure terminal

awplus (config)# ip tftp source-interface 192.0.2.1

copy (filename)
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ipv6 tftp source-interface

Overview Use this command to manually specify the IPv6 address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

Syntax ipv6e tftp source-interface [<interface>|<ipvé6-add>]

no ipvé tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IPv6 address of this interface as its source IPv6 address.

<ipvé-add> The IPv6 address that TFTP requests originate from, in the format
x:x:x:x, for example, 2001:db8::8a2e:7334.

Default There is no default source specified.
Mode Global Configuration

Usage This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

Example To specify that TFTP requests originate from the IPv6 address 2001:db8::8a2e:7334,
use the following commands:
awplus# configure terminal
awplus (config)# ipv6 tftp source-interface 2001:db8::8a2e:7334

Related copy (filename)
Commands
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MKDIR

mkdir

Overview

Syntax

Mode

Usage

Example

Related
Commands
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This command makes a new directory.

mkdir <name>

Parameter Description

<name> The name and path of the directory that you are creating.

Privileged Exec

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

To make a new directory called images in the current directory, use the
command:

awplus# mkdir images
cd

dir

pwd
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MOVE

move

Overview

Syntax

Mode

Examples

Related
Commands
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This command renames or moves a file.

move <source-name> <destination-name>

Parameter Description

<source-name> The filename and path of the source file. See Introduction
on page 101 for valid syntax.

<destination-name> The filename and path of the destination file. See
Introduction on page 101 for valid syntax.

Privileged Exec

To rename thefile temp.cfgto startup.cfg, use the command:
awplus# move temp.cfg startup.cfg

To move the file temp . cfg from the root of the Flash filesystem to the directory
myconfigs, use the command:

awplus# move temp.cfg myconfigs/temp.cfg

delete
edit
show file

show file systems
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move debug

Overview This command moves a specified debug file to a destination debug file.

Syntax move debug {<destination-name>|debug|flash|nvs|usb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output moved to. See Introduction on page 101 for valid
syntax.

Mode Privileged Exec

Example Tomove debugoutputontoa USB storage device with afilename “my-debug”, use
the following command:

awplus# move debug usb:my-debug

Output Figure 2-5:  CLI prompt after entering the move debug command

| Enter source file name []:

Related copy debug

Commands delete debug
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PWD

pwd

Overview This command prints the current working directory.
Syntax pwd
Mode Privileged Exec

Example To print the current working directory, use the command:

awplus# pwd

Related cd
Commands
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RMDIR

rmdir

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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This command removes a directory. This command only works on empty
directories, unless you specify the optional force keyword.

rmdir [force] <name>

Parameter Description

force Optional keyword that allows you to delete directories that
are not empty and contain files or subdirectories.

<name> The name and path of the directory.

Privileged Exec

In a stacked environment you can use the CLI on a stack master to access
filesystems that are located on another stack member. See the Introduction on
page 101 for syntax details.

To remove the directory “images” from the top level of the Flash filesystem, use the
command:
awplus# rmdir flash:/images

To create a directory called “level1” containing a subdirectory called “level2”, and
then force the removal of both directories, use the commands:

awplus# mkdir levell
awplus# mkdir levell/level?2
awplus# rmdir force levell

To remove a directory called “test” from the top level of the Flash filesystem on
stack member 3, use the command:

awplus# rmdir awplus-3/flash:/test

Note that you must specify the filesystem (flash: in this example).

cd

dir
mkdir
pwd
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SHOW AUTOBOOT

show autoboot

Overview This command displays the Autoboot configuration and status.
Syntax show autoboot
Mode Privileged Exec

Example To show the Autoboot configuration and status, use the command:

show autoboot

Output Figure 2-6:  Example output from the show autoboot command

awplus#show autoboot

Autoboot configuration

Autoboot status : enabled
USB file autoboot.txt exists : yes

Restore information on USB

Autoboot enable in autoboot.txt : yes

Restore release file : x510-5.4.6-1.1.rel
(file exists)

Restore configuration file : network l.cfg (file exists)

Figure 2-7:  Example output from the show autoboot command when an
external media source is not present

awplus#show autoboot

Autoboot configuration

Autoboot status : enabled
External media source : USB not found.

Related autoboot enable

Commands
create autoboot

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW BOOT

show boot

Overview

Syntax
Mode

Example

Output
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This command displays the current boot configuration. We recommend that the
currently running release is set as the current boot image.

show boot
Privileged Exec

To show the current boot configuration, use the command:

awplus# show boot

Figure 2-8:  Example output from the show boot command when the current
boot config is on a USB storage device

awplus#show boot

Boot configuration

Current software : x510-5.4.6-1.1.rel

Current boot image : usb:/x510-5.4.6-1.1.rel

Backup boot image : flash:/x510-5.4.6-0.1.rel

Default boot config: flash:/default.cfg

Current boot config: usb:/my.cfg (file exists)

Backup boot config: flash:/backup.cfg (file not found)
Autoboot status : enabled

Table 1: Parameters in the output of the show boot command

Parameter Description

Current software The current software release that the device is using.

Current boot image | The bootimage currently configured for use during the
next boot cycle.

Backup boot image The boot image to use during the next boot cycle if the
device cannot load the main image.

Default boot The default startup configuration file. The device loads

config this configuration script if no file is set as the startup-
config file.

Current boot The configuration file currently configured as the

config startup-config file. The device loads this configuration file

during the next boot cycle if this file exists.
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SHOW BOOT

Table 1: Parameters in the output of the show boot command (cont.)

Parameter Description

Backup boot config

The configuration file to use during the next boot cycle if
the main configuration file cannot be loaded.

Autoboot status

The status of the Autoboot feature; either enabled or
disabled.

Related autoboot enable

Commands L
boot config-file backup
boot system backup
show autoboot
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SHOW FILE

show file

Overview

Syntax

This command displays the contents of a specified file.

show file <filename>

Parameter Description

Mode

Example

Related
Commands

C613-50126-01 Rev A

<filename> Name of a file on the local Flash filesystem, or name and
directory path of a file.

Privileged Exec

To display the contents of the file c1dconfig. cfg, whichis in the current
directory, use the command:

awplus# show file oldconfig.cfg
edit
edit (filename)

show file systems
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SHOW FILE SYSTEMS

show file systems

Overview This command lists the filesystems and their utilization information where
appropriate.

Syntax show file systems

Mode Privileged Exec

Examples To display the filesystems, use the command:

awplus# show file systems

Output Figure 2-9:

Example output from the show file systems command

awplus#show file systems

Size (b) Free(b) Type Flags
63.0M 28.5M flash rw
- - system rw
10.0M 9.8M debug rw
499.0K 431.0K nvs rw
= = tftp rw

= = scp rw

= = sftp ro

= = http ro

= = rsync rw

Prefixes S/D/V Lcl/Ntwk Avail

flash: static local Y
system: virtual local =
debug: static local Y
nvs: static local Y
tftp: = network =
scp: = network =
sftp: = network =
http: = network =
rsync: = network =

Table 2: Parameters in the output of the show file systems command

Parameter Description

Size

(B)

Available

The total memory available to this filesystem. The units are given
after the value and are M for Megabytes or k for kilobytes.

Free

(B)

The total memory free within this filesystem. The units are given
after the value and are M for Megabytes or k for kilobytes.

Type

The memory type used for this filesystem; one of:
flash

system

nvs

usbstick

tftp

scp

sftp

http.

Flags

C613-50126-01 Rev A

The file setting options: rw (read write), ro (read only).
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SHOW FILE SYSTEMS

Table 2: Parameters in the output of the show file systems command (cont.)

Parameter Description

Prefixes The prefixes used when entering commands to access the
filesystems; one of:

flash

system

nvs

usb

tftp

scp

sftp

http.

S/V/D The memory type: static, virtual, dynamic.

Lcl / Ntwk Whether the memory is located locally or via a network
connection.

Avail Whether the memory is accessible: Y (yes), N (no), - (not applicable)

Related edit

Commands edit (filename)

show file
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SHOW RUNNING-CONFIG

show running-config

Overview

Syntax
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This command displays the current configuration of your device. Its output
includes all non-default configuration. The default settings are not displayed.

NOTE: You can control the output by entering | or > at the end of the command:

. To display only lines that contain a particular word, enter:

| include <word>

. To start the display at the first line that contains a particular word, enter:

| begin <word>

. To save the output to a file, enter:

> <filename>

show running-config [full|<feature>]

Parameter Description

full Display the running-config for all features. This is the default setting, so
it is the same as entering show running-config.

<feature>

Display only the configuration for a single feature. The features
available depend on your device and will be some of the following list:

access-list ACL configuration

antivirus Antivirus configuration
application Application configuration
as-path Autonomous system path filter

configuration

as-path access-list

Configuration of ACLs for AS path filtering

atmf Allied Telesis Management Framework
configuration
bgp Border Gateway Protocol (BGP)

configuration

community-list

Community-list configuration

crypto Security-specific configuration

dhcp DHCP configuration

dpi Deep Packet Inspection configuration

entity Entity configuration

firewall Firewall configuration

interface Interface configuration. See show
running-config interface for further
options.
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SHOW RUNNING-CONFIG

Parameter Description

ip Internet Protocol (IP) configuration
ip pim dense-mode PIM-DM configuration

ip pim sparse-mode PIM-SM configuration

ip route IP static route configuration
ip-reputation IP Reputation configuration

ips IPS configuration

ipsec Internet Protocol Security (IPSec)

configuration

ipv6 Internet Protocol version 6 (IPv6)
configuration

ipv6 access-list IPv6 ACL configuration

ipv6 mroute IPv6 multicast route configuration
ipv6 prefix-list IPv6 prefix list configuration

ipvé route IPv6 static route configuration
isakmp Internet Security Association Key

Management Protocol (ISAKMP)
configuration

key chain Authentication key management
configuration

[2tp-profile L2TP tunnel profile configuration
lldp LLDP configuration
log Logging utility configuration
malware-protection Malware protection configuration
nat Network Address Translation configuration
power-inline Power over Ethernet (PoE) configuration
policy-based-routing Policy-based routing (PBR) configuration
pppoe-ac PPPoE access concentrator configuration
prefix-list Prefix-list configuration
route-map Route-map configuration
router Router configuration
router-id Configuration of the router identifier for
this system

security-password Strong password security configuration
snmp SNMP configuration
ssh Secure Shell configuration
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SHOW RUNNING-CONFIG

Parameter Description
switch Switch configuration
web-control Web Control configuration

Mode Privileged Exec and Global Configuration

Example To display the current configuration of your device, use the command:

show running-config

Output Figure 2-10: Example output from show running-config

awplus#show running-config

!

service password-encryption

!

hostname MyNode

!

no banner motd

!

username manager privilege 15 password 8 $1$bJoVec4D$SIwOJGPr7YqoExAOGVasdEQ
!

no service ssh

!

autoboot enable

!

service telnet

!

service http

!

no clock timezone

!

snmp-server

snmp-server contact Documentation Area
snmp-server location New Zealand

!

aaa authentication enable default local
aaa authentication login default local
!

ip domain-lookup

!

no service dhcp-server

1

no ip multicast-routing
i

spanning-tree mode rstp
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SHOW RUNNING-CONFIG

Related copy running-config
Commands

show running-config interface
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SHOW RUNNING-CONFIG INTERFACE

show running-config interface

Overview

Syntax
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This command displays the current configuration of one or more interfaces on the
device.

show running-config interface [<interface-1list>] [dotlx|ip
igmp|ip multicast|ip pim dense-mode|ip pim sparse-mode|ipv6
rip|lacplmstplospf|riplrstplstp]

Parameter Description

<interface-list> The interfaces or ports to display information about. An
interface-list can be:

« aVLAN (e.g.vlan2), a LAN port (e.g. port1.0.4), a static
channel group (e.g. sa2) or a dynamic (LACP) channel
group (e.g. po2)

a continuous range of VLANSs, ports, static channel
groups or dynamic (LACP) channel groups, separated by
a hyphen (e.g. vlan2-8, or port1.0.1-1.0.4, or sa1-2, or
po1-2)

« acomma-separated list of the above (e.g.
vlan2,vlan20-30). Do not mix interface types in a list.

The specified interfaces must exist.

dotlx Displays running configuration for 802.1X port
authentication for the specified interfaces.

lacp Displays running configuration for LACP (Link Aggregation
Control Protocol) for the specified interfaces.

ip igmp Displays running configuration for IGMP (Internet Group
Management Protocol) for the specified interfaces.

ip multicast Displays running configuration for general multicast
settings for the specified interfaces.

ip pim sparse-mode Displays running configuration for PIM-SM (Protocol
Independent Multicast - Sparse Mode) for the specified
interfaces.

ip pim dense-mode Displays running configuration for PIM-DM (Protocol
Independent Multicasting - Dense Mode) for the specified
interfaces.

mstp Displays running configuration for MSTP (Multiple
Spanning Tree Protocol) for the specified interfaces.

ospf Displays running configuration for OSPF (Open Shortest
Path First) for the specified interfaces.

rip Displays running configuration for RIP (Routing Information
Protocol) for the specified interfaces.

ipv6 rip Displays running configuration for RIPng (RIP for IPv6) for
the specified interfaces.
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Mode
Default

Examples

Output

Related
Commands
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Parameter Description

rstp Displays running configuration for RSTP (Rapid Spanning
Tree Protocol) for the specified interfaces.

stp Displays running configuration for STP (Spanning Tree
Protocol) for the specified interfaces.

Privileged Exec and Global Configuration

Displays information for all protocols on all interfaces

To display the current running configuration of your device for ports 1 to 4, use the
command:

awplus# show running-config interface portl.0.l-portl.0.4

To display the current running configuration of a device for VLAN 1, use the
command:

awplus# show running-config interface vlanl

To display the current running configuration of a device for VLANs 1 and 3-5, use
the command:

awplus# show running-config interface vlanl,vlan3-vlan5

To display the current OSPF configuration of your device for ports 1 to 6, use the
command:

awplus# show running-config interface portl.0.l-portl.0.6 ospf

Figure 2-11:  Example output from a show running-config interface port1.0.2
command

awplus#show running-config interface portl.0.2
|

interface portl.0.2

switchport

switchport mode access

copy running-config

show running-config
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show startup-config

Overview This command displays the contents of the start-up configuration file, which is the
file that the device runs on start-up.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show startup-config
Mode Privileged Exec

Example To display the contents of the current start-up configuration file, use the
command:

show startup-config

Output Figure 2-12: Example output from the show startup-config command

awplus#show startup-config
!

service password-encryption
i

no banner motd

!

username manager privilege 15 password 8 $1$bJoVec4D$SIwWOJIGPr7YgoExXAOGVasdEQD
!

no service ssh

!

service telnet

!

service http

i

no clock timezone

line con O

line vty 0 4
i

end
Related boot config-file backup

Commands . .
copy running-config
copy startup-config
erase startup-config
show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW VERSION

show version

Overview This command displays the version number and copyright details of the current

AlliedWare Plus™ OS your device is running.

Syntax show version

Mode User Exec and Privileged Exec

Example To display the version details of your currently installed software, use the

command:

show version

Output Figure 2-13: Example output from the show version command

NET-SNMP

RSA Data

Original

sFlow (R)

Copyright
Copyright
DHCP Bind
Copyright

Copyright
Copyright

awplus#show version
AlliedWare Plus (TM) 5.4.3 19/11/12 13:22:32
Build name : x510-5.4.6-1.1.rel

Build date : Fri Jun 6 13:22:32 NZST 2014
Build type : RELEASE

SNMP agent software

(c) 1996, 1998-2000 The Regents of the University of California.
All rights reserved;
(c) 2001-2003, Networks Associates Technology, Inc. All rights reserved.
(c) 2001-2003, Cambridge Broadband Ltd. All rights reserved.
(c) 2003, Sun Microsystems, Inc. All rights reserved.
(c) 2003-2006, Sparta, Inc. All rights reserved.
(c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications.
All rights reserved.

Security, Inc. MD5 Message-Digest Algorithm

(c) 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.
OpenSSL Library
Copyright (C) 1998-2011 The OpenSSL Project. All rights reserved.

SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com).

Agent Software

Copyright (c) 2002-2006 InMon Corp.
DHCP Library

(c) 2004-2012 by Internet Systems Consortium, Inc. ("ISC")
(c) 1995-2003 by Internet Software Consortium.

(c) 2005 - 2008, Holger Zuleger HZnet. All rights reserved.

Application Interface Specification Framework

(c) 2002-2004 MontaVista Software, Inc;
(c) 2005-2010 Red Hat, Inc.

Hardware Platform Interface Library

Copyright (c) 2004 by Intel Corp.
Copyright (C) IBM Corp. 2004-2008.
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SHOW VERSION

Related boot system backup
Commands

show boot
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WRITE FILE

write file

Overview This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write memory and copy
running-config startup-config commands.

Syntax write [file]
Mode Privileged Exec

Example To write configuration data to the start-up configuration file, use the command:
awplus# write file
Related copy running-config
Commands .
write memory

show running-config
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WRITE MEMORY

write memory

Overview

Syntax
Mode

Example

Related
Commands
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This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write file and copy
running-config startup-config commands.

write [memory]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awplus# write memory

copy running-config
write file

show running-config
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WRITE TERMINAL

write terminal

Overview Thiscommand displays the current configuration of the device. This command is a
synonym of the show running-config command.

Syntax write terminal
Mode Privileged Exec

Example To display the current configuration of your device, use the command:

awplus# write terminal

Related show running-config
Commands
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User Access
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
user access.

“clear line console” on page 155

. “clear line vty” on page 156

. “enable password” on page 157

. “enable secret” on page 160

. “exec-timeout” on page 163

. “flowcontrol hardware (asyn/console)” on page 165

. “length (asyn)” on page 167

. “line” on page 168

. “privilege level” on page 170

. “security-password history” on page 171

. “security-password forced-change” on page 172

. “security-password lifetime” on page 173

. “security-password minimum-categories” on page 174

. “security-password minimum-length” on page 175

. “security-password reject-expired-pwd” on page 176

. “security-password warning” on page 177

. “service advanced-vty” on page 178

. “service password-encryption” on page 179

. “service telnet” on page 180

. “service terminal-length (deleted)” on page 181
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. “show privilege” on page 182

. “show security-password configuration” on page 183
. “show security-password user” on page 184

. “show telnet” on page 185

. “show users” on page 186

. “telnet” on page 187

. “telnet server” on page 188
. “terminal length” on page 189
. “terminal resize” on page 190
. “username” on page 191
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CLEAR LINE CONSOLE

clear line console

Overview This command resets a console line. If a terminal session exists on the line then the
terminal session is terminated. If console line settings have changed then the new
settings are applied.

Syntax clear line console 0

Mode Privileged Exec

Example To reset the console line (asyn), use the command:
awplus# clear line console O

awplus# % The new settings for console line 0 have been applied

Related clear line vty

Commands
flowcontrol hardware (asyn/console)
line
show users
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CLEAR LINE VTY

clear line vty

Overview

Syntax

Mode

Example

Related
Commands
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This command resets a VTY line. If a session exists on the line then it is closed.

clear line vty <0-32>

Parameter Description

<0-32> Line number

Privileged Exec

To reset the first VTY line, use the command:

awplus# clear line vty 1

privilege level
line
show telnet

show users
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ENABLE PASSWORD

enable password

Overview

Syntax

Default

Mode

Usage
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To set a local password to control access to various privilege levels, use the enable
password Global Configuration command. Use the enable password command to
modify or create a password to be used, and use the no enable password
command to remove the password.

Note that the enable secret command is an alias for the enable password
command, and the no enable secret command is an alias for the no enable
password command. Issuing a no enable password command removes a password
configured with the enable secret command. The enable password command is
shown in the running and startup configurations. Note that if the enable secret
command is entered then enable password is shown in the configuration.

NOTE: Do not use encrypted passwords for GUI users. The GUI requires unencrypted
user passwords only - not encrypted user passwords. Do not use option 8 for GUI users.

enable password [<plain>|8 <hidden>|level <1-15> 8 <hidden>]

no enable password [level <I1-15>]

Parameter Description

<plain> Specifies the unencrypted password.
8 Specifies a hidden password will follow.
<hidden> Specifies the hidden encrypted password. Use an encrypted

password for better security where a password crosses the network
oris stored on a TFTP server.

level Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

The privilege level for enable password is level 15 by default. Previously the default
was level 1.

Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (mypasswd).

A user can now have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
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the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.

Note that the enable password command is an alias for the enable secret
command and one password per privilege level is allowed using these commands.
Do not assign one password to a privilege level with enable password and another
password to a privilege level with enable secret. Use enable password or enable
secret commands. Do not use both on the same level.

Using plain  The plain password is a clear text string that appears in the configuration file as
passwords configured.
configure terminal
enable password mypasswd
end

This results in the following show output:

awplus#show run

Current configuration:
hostname awplus

enable password mypasswd
|

interface 1lo

Using encrypted You can configure an encrypted password using the service password-encryption
passwords command. First, use the enable password command to specify the string that you
want to use as a password (mypasswd). Then, use the service
password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd, it will only show the encrypted string fU7zHzuutY2SA.

NOTE: Do not use encrypted passwords for GUI users. The GUI requires unencrypted
user passwords only - not encrypted user passwords. Do not use option 8 for GUI users.

configure terminal
enable password mypasswd
service password-encryption
end

This results in the following show output:

awplus#show run

Current configuration:

hostname awplus

enable password 8 fU7zHzuutY2SA

service password-encryption
|

interface lo

Using hidden You can configure an encrypted password using the HIDDEN parameter (8) with
passwords the enable password command. Use this method if you already know the
encrypted string corresponding to the plain text string that you want to use as a
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password. It is not required to use the service password-encryption command for
this method. The output in the configuration file will show only the encrypted
string, and not the text string.

awplus# configure terminal
awplus (config)# enable password 8 fU7zHzuutY2SA
awplus (config) # end

This results in the following show output:

awplus#show run
Current configuration:
hostname awplus

enable password 8 fU7zHzuutY2SA
|

interface lo

Related enable (Privileged Exec mode)

Commands

enable secret
service password-encryption
privilege level
show privilege
username
show running-config
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enable secret

Overview

Syntax

Default
Mode

Usage
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To set a local password to control access to various privilege levels, use the enable
secret Global Configuration command. Use the enable secret command to modify
or create a password to be used, and use the no enable secret command to remove
the password.

Note that the enable secret command is an alias for the enable password
command, and the no enable secret command is an alias for the no enable
password command. Issuing a no enable password command removes a password
configured with the enable secret command. The enable password command is
shown in the running and startup configurations. Note that if the enable secret
command is entered then enable password is shown in the configuration.

NOTE: Do not use encrypted passwords for GUI users. The GUI requires unencrypted
user passwords only - not encrypted user passwords. Do not use option 8 for GUI users.

enable secret [<plain>|8 <hidden>|level <0-15> 8 <hidden>]

no enable secret [level <I1-15>]

Parameter Description

<plain> Specifies the unencrypted password.
8 Specifies a hidden password will follow.
<hidden> Specifies the hidden encrypted password. Use an encrypted

password for better security where a password crosses the network
oris stored on a TFTP server.

level Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

The privilege level for enable secret is level 15 by default.
Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (mypasswd).

A user can have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
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Using plain
passwords

Using encrypted
passwords

Using hidden
passwords
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the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.

Note that the enable secret command is an alias for the enable password
command and one password per privilege level is allowed using these commands.
Do not assign one password to a privilege level with enable password and another
password to a privilege level with enable secret. Use enable password or enable
secret commands. Do not use both on the same level.

The plain password is a clear text string that appears in the configuration file as
configured.
configure terminal
enable secret mypasswd
end

This results in the following show output:

awplus#show run

Current configuration:
hostname awplus

enable password mypasswd
|

interface 1lo

Configure an encrypted password using the service password-encryption
command. First, use the enable password command to specify the string that you
want to use as a password (mypasswd). Then, use the service
password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd, it will only show the encrypted string fU7zHzuutY2SA.

NOTE: Do not use encrypted passwords for GUI users. The GUI requires unencrypted
user passwords only - not encrypted user passwords. Do not use option 8 for GUI users.

configure terminal
enable secret mypasswd
service password-encryption
end

This results in the following show output:

awplus#show run

Current configuration:

hostname awplus

enable password 8 fU7zHzuutY2SA
service password-encryption

|

interface lo

Configure an encrypted password using the HIDDEN parameter (8) with the
enable password command. Use this method if you already know the encrypted
string corresponding to the plain text string that you want to use as a password. It
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is not required to use the service password-encryption command for this method.
The output in the configuration file will show only the encrypted string, and not
the text string:

awplus# configure terminal
awplus (config)# enable secret 8 fU7zHzuutY2SA
awplus (config) # end

This results in the following show output:

awplus#show run

Current configuration:

hostname awplus

enable password 8 fU7zHzuutY2SA
|

interface lo

Related enable (Privileged Exec mode)

Commands

enable secret
service password-encryption
privilege level
show privilege
username
show running-config

C613-50126-01 Rev A Command Reference for x510 Series 162

AlliedWare Plus™ Operating System - Version 5.4.6-2.x



USER ACCESS COMMANDS
EXEC-TIMEOUT

exec-timeout

Overview

Syntax

Default

Mode

Usage

Examples

Validation
Commands
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This command sets the interval your device waits for user input from either a
console or VTY connection. Once the timeout interval is reached, the connection is
dropped. This command sets the time limit when the console or VTY connection
automatically logs off after no activity.

The no variant of this command removes a specified timeout and resets to the
default timeout (10 minutes).

exec—-timeout {<minutes>} [<seconds>]

no exec-timeout

Parameter Description

<minutes> <0-35791> Required integer timeout value in minutes

<seconds> <0-2147483> Optional integer timeout value in seconds

The default for the exec-timeout command is 10 minutes and 0 seconds
(exec-timeout 10 0).

Line Configuration

This command is used set the time the telnet session waits for an idle VTY session,
before it times out. An exec-timeout 0 0 setting will cause the telnet session to
wait indefinitely. The command exec-timeout 0 0 is useful while configuring a
device, but reduces device security.

If no input is detected during the interval then the current connection resumes. If
no connections exist then the terminal returns to an idle state and disconnects
incoming sessions.

To set VTY connections to timeout after 2 minutes, 30 seconds if there is no
response from the user, use the following commands:

awplus# configure terminal
awplus (config)# line vty 0 32
awplus (config-line)# exec—-timeout 2 30

To reset the console connection to the default timeout of 10 minutes 0 seconds if
there is no response from the user, use