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atmfremote-login . . ....... .. ... ... e 1320
atmfrestricted-login . . ... ... .. L 1322
atmfsecure-mode . ... ... .. ... 1324
atmf secure-mode certificateexpire . . . ... ... .. . . o ... 1326
atmf secure-mode certificateexpiry . ... ... ... . . L. 1327
atmf secure-mode certificaterenew . .. ... ... ... oL 1328
atmf secure-modeenable-all . ......... ... ... .. . .. . ... ... 1329
atmfselect-area . . .. ... ... . ... 1331
atmfvirtual-crosslink . . . . ...... ... ... . ... ... . 1332
atmfvirtual-link . ... ... ... . 1334
atmfworking-set . . .......... .. . . ... . 1336
bridge-group. . . . . . . e 1338
clear atmflinks statistics . .. .......... ... ... .. .. .. .. . ... 1339
clear atmf secure-mode certificates . . .. ........ ... . ... ... .. 1340
clear atmf secure-mode statistics . . . . ......... ... ... ... ..., 1341
debugatmf. .. ... ... .. .. ... 1342
debugatmfpacket . ... ... ... .. . ... ... 1344
disCovery . ... . 1347
description (amfcontainer). . . .. ... ... ... 1349
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erasefactory-default . . ... ... ... .. . ... 1350

http-enable . . . . . ... .. 1351
modeltype . . .. e 1353
showatmf . . ... . 1354
showatmfarea ... ........ . . . . . . ... e 1358
showatmfareaguests. . .. ... .. .. ... 1361
show atmfareaguests-detail ............................ 1363
showatmfareanodes . . .. ... ... .. ... ... .. . . ... .. 1365
show atmfareanodes-detail . . . .......................... 1367
showatmfareasummary . . .. ... .. ... . . . . 1369
show atmfauthorization . ............... ... ... .. ... ... 1370
showatmfbackup . ....... .. ... . .. .. . . . 1373
showatmfbackuparea . .......... ... . ... ... i, 1377
show atmfbackupguest .. ........ ... ... ... ... .. ... ... 1379
showatmfcontainer . . . ....... ... ... .. .. ... . . .. 1381
showatmfdetail ........... ... .. .. . ... .. . . . 1384
showatmfgroup .. ....... .. . . . . . e 1386
show atmfgroupmembers .. ....... ... ... ... .. .. 1388
showatmfguests . . . ... ... ... . .. . . ... 1390
showatmfguestsdetail . .. ........... ... ... .. ... ... ..... 1392
showatmflinks . . ...... ... ... ... .. . .. . .. 1395
show atmflinksdetail . ........... . ... ... .. ... .. .. ... 1397
showatmflinksquest . . ....... ... ... . . ... .. . . . . 1406
show atmf links gquestdetail ... .......... ... ... ... ... .... 1408
show atmf links statistics . ... ............. ... .. ... ....... 1412
showatmfnodes .. ..... ... .. ... ... . . . . ... 1415
show atmf provisionnodes. . . . ............ ... . ... .. ..... 1417
showatmfsecure-mode ... ..... .. ... . . ... ... .. 1418
show atmf secure-modeaudit . . . . ........ ... ... ... .. .. ... 1420
show atmf secure-mode auditlink . .. ...................... 1421
show atmf secure-mode certificates . . .. .................... 1422
showatmfsecure-modesa . .. ........... .. ..., 1425
show atmf secure-mode statistics .. ....................... 1428
showatmftech ... ....... ... . . . . . . ... . 1430
show atmfvirtual-links . .. ....... .. ... ... .. . .. 1433
show atmfworking-set . .. ....... ... ... . .. . . . . ... 1435
showdebuggingatmf . . ........ ... ... ... ... . ... .. ..., 1436
show debuggingatmfpacket . . ... ... ... ... .. ... ... .. .. ... 1437
show running-configatmf . .. ........ ... .. ... .. ... .. .... 1438
State . .. e e 1439
switchportatmf-agentlink . . ... ...... ... ... ... ... ... . .... 1441
switchport atmf-arealinkremote-area . . . .. .................. 1442
switchportatmf-crosslink . . . .. ........ ... ... .. . . . . . . ... 1444
switchportatmf-guestlink ... ........................... 1446
switchportatmf-link . .. ... ... ... ... ... ... ... ... . ... 1448
typeatmfnode ... ... ... .. ... 1449
undebugatmf . . . ... 1452
USEINAME . . o it e e e e e e e e e e e e e e e e e e e e e 1453
Chapter 41: Dynamic Host Configuration Protocol (DHCP) Commands . . . .. .. 1455
Introduction . . . ... e 1455
ipaddressdhcp . . . ... e 1456
ip dhcp-client default-routedistance ... .................... 1458
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show counterdhcp-client . ........ ... ... ... ... .. .. .... 1460

showdhcplease ... ... ... . . . . .. ... 1461
Chapter 42: DHCP for IPv6 (DHCPv6)Commands . . . . . ...ttt v v v e v nnns 1463
Introduction . .. ... .. 1463
clear counteripv6 dhcp-client . . ... ... ... ... . ... . ... 1464
clearipv6dhcpclient ... ... ... . . .. 1465
ipv6addressdhcp . .. ... . 1466
show counteripv6 dhcp-client . .......... ... ... ... .. ...... 1467
showipvbdhcp . ... .o i i 1469
showipv6dhcpinterface . . .. ... ... ... . . L L 1470
Chapter 43: NTPCommands ........ccittttvteeosonsecnconsnns 1471
Introduction . .. .. .. 1471
ntp access-group (deprecated) . ........... ... ... . ... ... .. 1472
ntpauthenticate .. ... ..... ... .. ... .. 1473
ntp authentication-key .. .... ... .. . . ... . . . . 1474
ntpbroadcastdelay . . . . ... ... 1475
ntpdiscard . . ... e 1476
ntpmaster . ... . ... 1477
) 3 o 1= 1478
ntprestrict . ... ... 1480
NEP SEIVEr . . . e e e e e e 1482
NEP SOUICE . . .t e e e e e e 1484
ntp trusted-key (deprecated) . .......... . ... . . ... .. ... 1486
show counterntp (deprecated) . .. ........ ... ... ... . . .. ... 1487
showntpassociations . . . ......... .. ... .. 1488
showntpcounters . ... ... . . .. e 1490
show ntp countersassociations . . . .. ...................... 1492
showntpstatus . . ........ ... . . ... 1494
Chapter 44: SNMPCommands . . . ..ttt vttt nnensesoneseasanens 1495
Introduction . .. ... . e 1495
debugsnmp . ... e 1497
show counter snmp-server . . . ... . 1498
showdebuggingsnmp . ... .. .. 1502
show running-configsnmp. . . . ... ... .. L 1503
Show snmp-server . . ... ... .. e 1504
show snmp-servercommunity . ............ ... . . ... 1505
ShOW SNMP-SEIVer group . . . . . v vttt et et e e e e e e e e 1506
SHOW SNMP-SEIVEI USEr . . . . i it e e et e e e e e e e e 1507
SHOW SNMP-SEIVEr VIEW . . . . . vttt et et e e 1508
snmptraplink-status . ....... ... ... . ... . . ... 1509
snmp trap link-status suppress . . ... ... ... e 1511
SNMP-SEIVEL . . i e e e e e e e e e e e e e e e 1513
snmp-servercommunity . ... ... 1515
snmp-servercontact . . . ... ... L L e 1516
snmp-serverenabletrap . ..., .. ... . 1517
snmp-serverenginelDlocal . .......... ... ... . . . . . . . . ... 1519
snmp-serverenginelD localreset . . .. ...... ... ... .. . .. ... 1521
SNMP-SEIVEIr grOUP . .+ v o e e e e e e e e e e e e e et e e et 1522
snmp-serverhost . .. ... 1524
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snmp-server legacy-ifadminstatus . . .. ....... ... ... . . ... 1526

snmp-serverlocation ... ... ... .. ... 1527
snmp-server source-interface . .. ........ ... ... . . ... ... 1528
snmp-server startup-trap-delay . . .. ... ... . .. o L. 1529
SNMP-SEIVEI USEI © & v v v e e e et e e e et e e et e e et e e e e 1530
SNMP-SEIVEI VIEW . & . o i s e e e e e e e e e e e e e e e e e 1533
undebugsnmp ... e 1534
Chapter 45: LLDPCommands .........ctttevenensnsnnnnsonanns 1535
Introduction . . ... . e 1535
clearlldpstatistics . . ....... ... . e 1537
clearlidptable . . ... ... . . . . 1538
debuglldp . ... . 1539
lldp faststart-count . . . . ... ... .. ... 1541
lldp holdtime-multiplier. . . ... ... ... .. 1542
lldp management-address . ... ........ ... . . i 1543
lldp med-notifications . . .. ......... ... ... .. . . ... . . ..., 1544
lldp med-tlv-select . ... ... ... ... . ... . . . . e 1545
lldp non-strict-med-tlv-order-check . ... .................... 1548
lldp notification-interval .. ......... ... ... ... ... ... .. ..., 1549
lldp notifications . . ... .. .. .. e 1550
lldp port-number-type . ... ... .. 1551
lldpreinit . . ... e e 1552
dprun ... e 1553
lldptimer . . ... e e 1554
lldptlv-select. . . ... ... . 1555
lldp transmitreceive . . .. ... ... ... . ... 1557
lldptx-delay . .. ... ... e 1558
location civic-location configuration . . . . .................... 1559
location civic-locationidentifier. . . . . .. ... ... o o oL 1563
location civic-location-id . ... ... ... 1564
location coord-location configuration . . . .. ...... ... ... ... ... 1565
location coord-location identifier . . . . ...................... 1567
location coord-location-id . ... ........ ... ... . . . ... .. ... 1568
locationelin-location ... ..... ... ... ... . ... . . . .. 1569
location elin-location-id . . . . ...... ... ... .. . . . . . . 1570
showdebugginglldp .. ....... . ... . ... ... 1571
showlldp . .. ..o 1573
showlldpinterface . . . . ... ... . . 1575
showlldplocal-info . . ....... .. . . . .. . . . . . 1577
showlldpneighbors . . . ... ... . . . . . . 1582
show lldp neighborsdetail . .. ....... ... ... ... ... ... ....... 1584
show lldpstatistics . . . ....... ... ... .. . . . . 1588
show lldp statisticsinterface . . . ... ... ... ... ... ... ... .. 1590
showlocation . . ... .. ... . . . 1592
Chapter 46: SMTPCommands .. ......ooveetonensesonencasanens 1594
Introduction . ... ... e 1594
debugmail . ..... ... . . . e 1595
deletemail .. ... .. . . e 1596
Mmail . ... e 1597
mail from . .. ... 1598
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mail smtpserver . . ... ... e 1599

showcountermail ... ... ... . . . . . . e 1600
showmail . . ... e 1601
undebugmail ... ... .. ... e 1602
Chapter 47: RMONCOmMmMands ........ccoeevteeeconsoesocnnsnss 1603
Introduction . . ... ... . . e 1603
rmonalarm . . ... e 1604
rmon collection history . .. ... ... . ... . 1606
rmoncollectionstats. . . ........ . . ... . e 1607
MMON EVENT . . . L . e e 1608
showrmonalarm . . ... .. ... . . . e 1609
showrmonevent . .. ... .. . . . . e 1610
showrmonhistory .. ...... ... . .. . .. e 1612
showrmonstatistics . . . ....... .. ... 1614
Chapter 48: SecureShell(SSH)Commands . . . . . . ..ottt ittt e eeeeenns 1616
Introduction . ... ... . e 1616
bannerlogin (SSH) . . ... ... .. . . e 1618
clearssh . . . .. 1619
crypto key destroy hostkey . . . .. ... . L 1620
crypto key destroyuserkey . . . .. ... 1621
crypto key generatehostkey . . . . . ... o o 1622
cryptokey generateuserkey . . . ... o 1624
crypto key pubkey-chain knownhosts . . . .. ...... ... .. ... .. 1625
crypto key pubkey-chainuserkey . . . .. ... ... .. . o .. 1627
debugsshclient. .. ... ... ... . . . . . 1629
debugsshserver ... ... .. ... .. e 1630
SerViCe SSh . . . e 1631
showbannerlogin . . ....... .. . . . . . . 1633
show cryptokey hostkey . .. ... ... .. .. . . .. 1634
show crypto key pubkey-chain knownhosts . . . ................ 1636
show crypto key pubkey-chainuserkey . . .. ...... ... ... ... .. .. 1637
showcryptokeyuserkey . ... ... ... . ... ... 1638
show running-configssh . . ........... ... ... ... ... ....... 1639
showssh . .. 1641
showsshclient ... ... ... .. . . . . . e 1643
showsshserver . .. ....... . . . . 1644
show sshserverallow-users .. ........ ... ... ... .. . ..., 1646
show sshserverdeny-users .. ........ ... ..., 1647
SSh e 1648
sshclient .. ... e 1650
SShserver . ... e e 1652
sshserverallow-users . .. ...... .. . ..., 1654
ssh serverauthentication . . .. ...... ... ... ... ... ... .... 1656
sshserverdeny-users . ... .. ... ... 1658
sshservermax-auth-tries . . . . ... ... ... ... . 1660
sshserverresolve-host . . . ... .. ... . . ... . . . . 1661
SShserverscp ..o oo e e e 1662
sshserversftp . ... .. o 1663
undebugsshclient . . ... ... ... . 1664
undebugsshserver ... ... .. ... 1665
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Chapter 49: TriggerCommands . . .. ..ot i ittt teeeeeseensesonns 1666
Introduction . . . .. .. 1666
active (trigger) . . . . . oo e 1668
day .o 1669
debugtrigger . . ... . . e 1671
description (trigger) . . ... .. . 1672
repeat . . . e e e 1673
SCHIPt . o e e e e e 1674
show debugging trigger . ... ... ... . . . .. ... ... 1676
show running-configtrigger . . . ... ... ... .. L oL 1677
show trigger . . ... i e e 1678
teSt . e 1683
time (trigger) . . . . .. e 1684
rap . . e e 1686
rigger . . e e 1687
triggeractivate . . . . ... 1688
typeatmfnode .. ... ... .. . ... ... 1689
BYPE CPU . . .t e 1692
typeinterface . ... ... .. .. 1693
typememory. . . ... 1694
typeperiodic. . . ... 1695
typeping-poll . . ... . e 1696
typereboot . . . . .. e 1697
typetime . . ... e 1698
typeusbh . . . e 1699
undebug trigger .. ... ... e 1700

Chapter 50: Ping-PollingCommands ............c0ttiiieeeenns 1701
Introduction . .. .. .. 1701
active (ping-polling) . .. ... .. ... . . ... 1703
clearping-poll . . . ... e 1704
critical-interval . . . . .. 1705
debugping-poll . . . ... . 1706
description (ping-polling) . . . . . ... ... ... 1707
fail-count . . . .. 1708
ip(ping-polling) . . . .. ... e 1709
length (ping-polldata). . . . ......... ... . . . . 1710
normal-interval . . .. ... ... e 1711
piNg-poll . . e 1712
saMple-Size . . . . e e 1713
show counterping-poll . .. ..... ... . .. . .. ... . 1715
show ping-poll . . ... .. .. . e 1717
SOUICE D v i e e et e e e e e e e e e e e 1721
timeout (pingpolling) .. ..... ... . . . . . 1723
UP-COUNT . o o e e e 1724
undebugping-poll . . ... ... . 1725
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List of Commands

(access-list extended ICMPAilter) .......ooiieiiiiiii e 761
(access-list extended IPfilter).........ooveinin i 763
(access-list extended IP protocolfilter)...........coviviiiiii i, 766
(access-list extended TCP UDPfilter).......cooveveviii i 770
(access-list standard namedfilter) ...........co i 776
(access-list standard numbered filter).............cooo it 778
(ipv6 access-list standard filter)........ocoviiiii i 815
(named hardware ACL: ICMP entry)......o.vuveiii e 725
(named hardware ACL: IP packetentry)..........cooiviiiiiiniiinon., 729
(named hardware ACL: IP protocolentry) ..........cooiiiiiiiiiiiiiin.. 733
(named hardware ACL: MAC eNtry) ...ovueeie i 738
(named hardware ACL: TCPorUDP entry) ......ccoviiiiiiiiniinnnnen.. 741
(named IPv6 hardware ACL: ICMP entry) ......ovviniiiiii i iiin e, 793
(named IPv6 hardware ACL: IP protocolentry) .............coooiiiion... 800
(named IPv6 hardware ACL: IPv6 packetentry).............ooiiiiiiin... 797
(named IPv6 hardware ACL: TCPorUDPentry).......c.cvvvviviinninennnn.. 805
@aaaccountingauth-mac ........c.oiiiiiiiiii it i e 1011
aaaaccountingauth-web ........ ..o i 1013
Qaa accouNnting CcomMmMaAaNdS. . ... ov ittt e e 1015
LT Talelo] 0 01173 Ve [ (o)l QAP 1017
@aaaccounting login. ... ..oovu i e 1019
@aaaccountingupdate. ... ... e 1022
aaa authenticationauth-mac............ ..o i 1024
aaa authenticationauth-web........ ... ... 1026
aaa authentication dotTx ......c.ooeiiiii e 1028
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aaa authentication enable default group tacacs+........................ 1030

aaa authentication enable defaultlocal............... ..., 1032
aaa authentication login........ ..ot e 1033
aaa authorizationcommands .......... . 1035
aaa authorizationcommands ........... . 1115
aaa authorization config-commands ................ ..o 1037
aaa authorization config-commands ... 1117
DAA GEOUP SEIVE . vttt et ettt et e et e et et eneeaneeeaneenannens 1038
aaa local authentication attempts lockout-time.......................... 1040
aaa local authentication attempts max-fail .............................. 1041
aaaloginfail-delay. ..o 1042
e Talal 3T o] U o 1S PP 706
access-list (extended numbered) ... ... 759
access-list (numbered hardware ACLforICMP) ..........c.oviiiniiiinn.. 708
access-list (numbered hardware ACL for IP packets)..............ccoveutn. 711
access-list (numbered hardware ACL for IP protocols)..................... 714
access-list (numbered hardware ACL for MAC addresses) ................. 718
access-list (numbered hardware ACL for TCPorUDP) ...........c..covuen.. 720
access-list (standard numbered)........ ... i 774
access-listextended (named) ... 751
access-list hardware (named hardware ACL) . .......cooviviviiininn... 723
access-list standard (named) ...t e 772
ACccoUNtING lOgiN ... e 1043
ACtiVAtE L. e 308
active (PING-polling) . ...ooii i 1703
ACHIVE (EHIgGEI) . o ottt e e e e e e 1668
alarmfacility. ... e 338
area-link. . ... 1248
arp (IPaddress MAQ) . ..o ii i e e et ettt 588
- 1 o N (o T S 589
arp security violation ... ... i e 1128
AFP SECUNIEY . .ottt e e e 1127
aArp-aging-timeout. ... ..o e e 587
arp-reply-bc-dmac. .. ..o e 592
At area PasSWOId. ... .v ittt it e et e e 1252
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110 01 =1 (== 1250

atmf authorize provision............oooiiiii i 1256
atmfauthorize. ... ... i 1254
atmf backup area-mastersdelete. ... 1259
atmf backup area-mastersenable .............. ..o i 1260
atmf backup area-masters NOW. ........oviiit it 1261
atmf backup area-masters synchronize..............ccoiiiiiiiiiinn., 1262
atmf backup bandwidth ...........c i 1263
atmfbackupdelete. ... 1264
atmfbackupenable ... 1265
atmf backup guestsdelete............ooiiiiiiiii i 1266
atmf backup guestsenable ........ ... 1267
atmf backup gUEStS NOW . . ..o e 1268
atmf backup guests synchronize ................o i 1269
AtMf BaCKUP NOW . ..o e e e 1270
atmf backup redundancy enable............ ... 1272
atmf backup Server ... e 1273
atmMf baCckUP StOP . .. v ot 1275
atmf backup synchronize ......... ..o 1276
AtMf baCKUP. ..o e e 1258
atmf CleanuUp ..o 1277
atmfcontainer login. ... 1279
atmf CONtaINEr. .. ..o 1278
atmfcontroller ... .. e 1280
atmf distribute firmware ... 1281
atmfdomainvian. ... 1283
atmfenable ... ... 1286
atmf group (membership) ... e 1287
atmMf QUEST-Class .. ..o 1289
atMmf log-Verbose ... ..o 1291
atmf managementsubnet ........ ... 1292
atmfmanagementvian. ... e 1295
atmfmaster ... e 1297
At MU . L e 1298
atmf network-name ... ... ot 1299
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atmf provisionnodeclone ...t e 1301

atmf provision node configure boot config.................... ... ... 1303
atmf provision node configure boot system ..........................Ll 1304
atmf provision node create ... e 1305
atmf provisionnodedelete ... 1307
atmf provision node license-cert ..........oooiiiiii i 1309
atmf provision node locate. . ...t e 1311
At PrOVISION . . e 1300
atmfreboot-rolling ... 1312
atMmf reCoVEr QUESE. ..ot 1318
atmfrecoverled-off...... ... i i 1319
AtMf rECOVET. .. 1316
atmfremote-login. ... 1320
atmf restricted-login. ... 1322
atmf secure-mode certificate expire.......ccov it 1326
atmf secure-mode certificate expiry .......cooiiiiiiii i 1327
atmf secure-mode certificaterenew.............ooooii i 1328
atmf secure-mode enable-all....... ... 1329
atmf SECUre-MOdE . ..t e 1324
atmfselect-area ... ... ..o 1331
atmf topology-guienable........ ... i 160
atmf virtual-crosslink ...... ... i 1332
atmfvirtual-link . ... 1334
atmfWorking-set . ... e e 1336
authauth-fail vlan ... ..o 901
autharitical. ... oo 903
auth dynamic-vlan-creation............cooiiiiii i e 904
auth guest-vlanforward ... e 910
auth guest-vlan. ... i e e 907
authhost-mode ... ... i e 912
- 11 T o T P 914
auth max-supplicant. ... ..o e 916
auth profile (Global Configuration) ... 918
auth profile (Interface Configuration). ..., 919
auth radius send nas-identifier........... ..o 1064
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auth radius send service-type .....cooiii i e 1065

auth reauthentication......... ... i 920
auth roaming disconnected. ... ..ot e 921
authroamingenable ...... ..o e 923
auth supplicant-ip ..o e s 925
auth supplicant-mac. ... e 927
auth timeout connect-timeout......... ... 930
auth timeout quiet-period ... e 932
auth timeout reauth-period. ... 933
auth timeout server-timeout......... ... 935
auth timeout supp-timeout ... 937
authtwo-stepenable. ... ..o 939
aUth-MacaccouNting .. ..ooiii e e e e 942
auth-macauthentication.............oo i 943
auth-macenable ... ... e 944
auth-macmethod ... o 946
AUEh-MAaC PaASSWOId. . ..ttt e e e e et et e 948
auth-macreauth-relearning. ..........ooii it 949
auth-macusername ... ...t e 950
authorizationcommands ........ ..o 1044
authorizationcommands ... 1113
auth-web accounting. ... ..ot e 951
auth-web authentication .............. i 952
auth-webenable ... ... o 953
auth-web forward ... ... 955
auth-web max-auth-fail........ ... o 958
auth-webmethod ... ... 960
auth-web-server blocking-mode ... 961
auth-web-server dhcpipaddress ... ..o 962
auth-web-serverdhcplease. ... 963
auth-web-server dhcp-wpad-option ... 964
auth-web-server host-name. ... i 965
auth-web-server intercept-port ........c.oiiiiiiiiii i 966
auth-web-serveripaddress. ..ot 967
auth-web-serverlogin-url....... ... e 969
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auth-web-serverpagelanguage .........ccoviiiiiiiii it 968

auth-web-serverpage logo ..ot 970
auth-web-server page sub-title............ooiii i 971
auth-web-server page suCCesS-MeSSAgE. .. vuvuvt e einn e eineneennenns 972
auth-web-serverpagetitle...........ooiiii i 973
auth-web-server page welcome-message .......c.ooviiiniiiininiennnnnn 974
auth-web-server ping-pollenable...........ccoiiiiiiii it 975
auth-web-server ping-poll failcount...............coiiii i, 976
auth-web-server ping-pollinterval ...............coiiiiii i, 977
auth-web-server ping-poll reauth-timer-refresh .......................... 978
auth-web-server ping-poll timeout............coooiii i 979
AUth-Web-SerVer POrt . ..ot e e e e e 980
auth-web-server redirect-delay-time .......... ..o i 981
auth-web-server redirect-url ....... ... 982
auth-web-server session-Keep ...t e 983
auth-web-server sslintercept-port ..o 985
auth-web-serverssl. ... ... i e 984
autobootenable. ... ... .. 73
DaACKPIESSUNE . .o e e 348
DaANNEr EXEC . . 167
banner login (SSH) . ...t e 1618
banner 1ogin (System). . ....oui it e 169
banner motd ... e 171
boot config-file backup ..o 76
boot config-file ...t e 74
boot system backup ..o e 78
OOt SY S EM .. e e e e 77
rIdgE-grOUD . et e e e 1338
e 79
ChannNel-group ... e 522
ol =T 821
(el F= 1130 0 - ' T 822
clearaaalocaluserlockout......... ..o 1046
cleararp security statistics .......oovvriiii i e 1130
Clear arP-CaChe . ... e 593
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clear atmf links statistics . ....cvvvinni e e e 1339

clear atmf secure-mode certificates ..., 1340
clear atmf secure-mode statistics...........cooiiiiiiii i 1341
clear counteripv6 dhcp-client..........ccoiiiiiiii i 1464
clear exception log . ..o.viii i e 235
clear g8032 erp-instance statistics. ......covviiv i 1206
Clear g8032 erp-iNStanCe. ..o vv vttt et e e 1205
clear gurp statistics ..ovveiie i e e e 572
clearip dhcp snooping binding ... 1131
clear ip dhcp snooping statistics .......oovvviniiiiii i 1132
Clear P igMP groUP. « .ottt e e e e e e e 649
clearipigmpinterface. ... ..oovuiii i e 650
Clear P IgM o e e 648
clearip prefix-list . ...t e 780
clearipvedhcpclient. ... ..o 1465
clearipvb mld group. ..ot e e e 680
clearipvemldinterface. ... 681
clearipvemld ... .o e 679
clearipvbneighbors ... ... e 626
Clear laCp COUNTErS. .ottt e e ettt et et e 524
clearline console .. ..o e 121
Clear N VY. oo e e 122
clearlldp statistics ...t 1537
clearlldptable. ... ..o 1538
clearlogbuffered. ...... ..o e 237
clearlog permanent ... ....ovu it e 238
(ol [T T o Yo P 236
clear loop-protection counters.........oooiiiii it 350
clear mac address-table dynamic.............coooiiii i 351
clear mac address-tablestatic............cooiiiiiiiiii i 353
clear ping-poll. . ..o e 1704
Clear POrt COUNTEY ..t e e e e et e et 354
clear power-inline countersinterface..............cooiiiii i, 545
clear spanning-tree detected protocols (RSTPand MSTP) ................. 447
clear spanning-tree statistics........coovvivii i 446
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L 1T 153 o 1S 1619

cleartestinterface. ... . ..o 333
ClOCK SBE. .ttt 173
clock summer-timedate ... ... ..o 174
clock summer-time recurring . .....ooeiii it e 176
CloCK EIMEZONE .. e e 178
commMIt (IPVA) .. e 744
commit (IPVO) ..o e 790
configureterminal..... ... e 60
continuous-reboot-prevention........... ... i 179
COPY (filEeNamE) . ..ot e e e e 80
COPY CUITENt-SOTtWaArE L .ot e e et et 82
COPY debUg ..o e 83
copy proxy-autoconfig-file...........co i 986
COPY FUNNING-CONfIg . ottt e e ettt e e e eeaeaens 84
COPY StartuUP-CoONfig. . oov i e e e 85
copy web-auth-https-file...........oo 987
o0 )24 .4 T Yo =T o 1S 86
create autoboot . ... . e 87
critical-interval ... 1705
crypto key destroy hostkey. ... 1620
crypto key destroy userkey. . ... ..ot e 1621
crypto key generate hostkey ..ot 1622
crypto key generate rsa. .. ...ooeiiiniii i e 1087
crypto key generate Userkey .........vuvuini it 1624
crypto key pubkey-chain knownhosts..................o ool 1625
crypto key pubkey-chainuserkey. ..o 1627
CryPLO KeY ZErOizZe . . oot e 1088
crypto pkiauthenticate ...... ..o 1089
Crypto pki enroll User ..o e 1091
Crypto pki enroll . ... .o e 1090
Crypto pKi eXport pem . ... e 1093
crypto pki export PKCST2. ..ot e 1094
Crypto pKiimport Pem ..o e 1096
Crypto pkiimport PKCST2. ..ot e e e 1098
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crypto pki trustpoint. .. ... 1099

data-traffic ... ..ot 1207
o - 1669
deadtime (RADIUS SEIVEr groUp) . ..v et vt eit et eieeieaeneenennnns 1066
debugaaa. ... 1047
debugalarm. ... ... e 341
debug arp SeCUIItY. .. ovv i e e 1133
debugatmfpacket ... 1344
debugatmf. ... e 1342
debug dotTX ..o e 862
AEbUG EPSE .ttt e e 1177
debug g8032. . . i e 1208
AebUG GVIP. .o e e 573
debUug igmp . o 651
debugip dhcp sNoOPING. ..o v e 1134
debugip packetinterface. ..o e 594
debUg lacp oo 525
debug lldp ..o 1539
debug looPPIOt .ot e e 355
debugmail. ... e 1595
debugmid ... .o e 682
debugmstp (RSTP and STP) . ..cviii i e 448
debug ping-poll .. ..o e 1706
debug platformpacket ... e 356
debug power-inline. ... e 546
debugradius ... ... e 1067
debUg SNMIP. ..o e 1497
debugsshclient. ... ... e 1629
debug ssh server ... e 1630
debug trigger ..o e 1671
defaultlog buffered ...t e 239
defaultlog console ..o e e e 240
defaultlogemail ... ... 241
default log host. ..o 242
default log monitor. ..o 243
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defaultlog permanent. .. .. ..o i e e e 244

default-action ... ... 823
deletedebug. ..o e 89
delete mail .. ..o e 1596
delete . .. e 88
description (@mfcontainer) ... 1349
description (Authentication Profile) ..., 988
description (interface) ..o e 312
description (ping-polling) . ... 1707
description (Q0S policy-Map) ....vviiii i e 824
description (frigger) . ..ovvii i e e 1672
o | 20
disable (Privileged Execmode)........coiiiiiiiii i 61
o [ E-Yalo V7= o P 1347
o o TP 62
dotTXaCCoUNtING. ..ottt e e e e e 860
dotlxauthentication ....... ... 861
dotlx control-direction ....... ..ottt e 863
o [0 D= T o TP 865
dotTX €aPOI-VEISION ..\t e e e e e e 866
dotlxinitialize interface ..o 868
dotlxinitialize supplicant. ... 869
dotTx keytransmit .. ..ot e 870
dotlxmax-auth-fail..... ... .. i 871
dotTxmax-reauth-req .......coouiiiii i et 873
dotIx port-control. ...t e 875
dotlxtimeout tx-period ...t 877
AUPIEX o e e e e 358
=T o 309
ecofriendly led ..o 181
edit (filename) . . ... e 93
=T 1 P 92
egress-rate-limit. ... ... e 825
enable (G.8032). . ...t e 1209
enable (Privileged Execmode) .....covviiiiiii i e 63
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enable PasSWOId .. ...t e e 123

enable seCret. . ..o e 126
<] o P 65
enrollment (trustpoint configurationmode) ................... ... ...l 1100
EPSr CONfigUIAtioN . . ... i 1179
epsrdatavian. . ... i e 1180
epsr enhancedrecoveryenable..........cooiiiiii i i 1181
epsr mode master controlvlan primaryport ..., 1182
epsr mode transitcontrolvian..............coo i 1183
<] o2 g o (o] 4 1128 1184
= 01 ) - 1 <P 1185
<] 1 0 =1 o T 1186
< 01 P 1178
erase factory-default. ... 1350
erase factory-default....... ..o e 94
erase proxy-autoconfig-file ........ ..o e 989
erase startup-config ... e 95
erase web-auth-https-file ... 990
I P-INS ANCE. ittt e e 1210
EXeC-TIMEOUL . ..o e 129
BXIE. e e e 66
fail-couNnt. ... e 1708
fiINdME trigger. ..ot e 184
fINAdMe .o 182
fingerprint (trustpoint configurationmode) ................. ...l 1101
flowcontrol (SWitch Port). ... ..o e 360
flowcontrol hardware (asyn/console)..........cccveiiiiiiiiiiiienenan.n. 131
98032 erp-INStaNCe . .ottt e 1211
g8032 forced-switch erp-instance..............coooiiiiii i, 1213
g8032 manual-switch erp-instance............c.oiiiiiiiiiiiiii ., 1214
g8032 physical-ring. .....cooviiii i i e e e 1215
08032 Profile . ... e 1217
GUIFEIMEOUT ..o e e e e 161
GVIP (INTEIfaCE) ..ottt e e e 575
gvrp dynamic-vlan-creation. ..........coiiiiiii it e 576
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gvrp registration. ... ... e 578
0 1Y o TR 0 T=] PP 579
Y] 67
OStNAME . 185
http-enable ... . e 1351
instance Priority (MSTP). ...t e e e et e e eee e 452
instance vIan (MSTP) . .. ... e e 454
interface (toconfigure) ...t e 313
iP (PING-POIING) . e et e e 1709
ip address (IP Addressingand Protocol) ...........cooviiiiiiiiiiiin, 596
iPaddress dnCp . ..ovi i e e e 1456
ip dhcp snooping agent-option allow-untrusted......................... 1137
ip dhcp snooping agent-option circuit-id vlantriplet..................... 1138
ip dhcp snooping agent-option remote-id. .........ooviiiiiii i, 1139
ip dhcp snooping agent-option ......oov i e 1136
ip dhcp snooping binding ... 1140
ip dhcp snooping database ........oovii i 1141
ip dhcp snooping delete-by-client ...t 1142
ip dhcp snooping delete-by-linkdown. ...l 1143
ip dhcp snooping max-bindings ... 1144
ip dhcp snooping subscriber-id ... o 1145
iPpdhCp SNOOPING TrUSt. ..o v vt i e e e 1146
ip dhcp snooping verify mac-address. .........cooviiiiiiiii i 1147
ip dhcp snooping violation. ... 1148
IPANCP SNOOPING. .ottt e e e e e 1135
ip dhcp-client default-route distance. ..., 1458
ipdomain-list. ... .o e e 617
IPdomain-looKUP .. .oie i e 618
P AOMaAIN-NAME. ..o i e e e e e 619
ip gratuitous-arp-link . ... e e 598
ipigmp flood specific-query ... ... 652
P IgMP MaXiMUM-GrOUPS ..ot itt ettt ettt et it eiieeeneeenneeennns 653
ipigmp snooping fast-leave. ... 656
iIP IgMP SNOOPING MIOULEr . ..ttt i e i e e eneenns 657
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P IgMP SNOOPING QUETIEN . . v ettt ettt e e et i eaieeenes 658

ip igmp sNoOOPING report-SUPPresSioN ..ot et eneen i nenennenn. 659
ip igMpP SNOOPING rOUtErMOAE . .. .v vttt ci e ia e 660
ip igmp snooping tcn query solicit ... i i 662
P IgMP SNOOPING. ¢ e ettt et e et et et aeeaeeaans 655
IPIgMP Static-groUp . ..ot e 664
P IgMP ErUSTEd . . ot e e e e 666
[T TN Te [T o IRYZ=1 63 (o] o 1S PP 667
([l g T 1 =TT oY= PP 620
P Prefix-list. .. ..o e 781
ip radius source-interface . ... 1068
1o T8 o 1 1 (< AP 640
[T T g 0 351 g To T o] [ Ve N 1201
ipsource binding. ..o 1149
ip tacacs source-interface . ......oooviiiii i e 1118
ip tftp source-interface. ... 96
ipunreachables ... e 600
ipv6 access-list (named IPv6 hardware ACL) ........covvviiiiiininnen... 791
ipv6 access-list standard (named) ..o 813
IPVO address dNCp .. ov v e e e 1466
PV AdArESS. oottt et e e e e e e e 627
PVB enable. ..o 628
ipv6 euibd-linklocal ... ... e 629
IPVO MIA ACCESS-grOUP . vttt ettt ettt ettt it et eanananenns 683
ipv6 mld immediate-leave ...t 684
IPVO MI limit. .o e e 685
ipv6 mld snooping fast-leave ... 689
iPV6 MId SNOOPING MIOULEr. ...\ttt et ee e ieaens 690
iPV6 MId SNOOPING QUEKIEN . . .ttt ettt ieeen, 692
ipv6 mld snooping report-SUPPIeSSION .. .vvu v vt e i ee e eenennnn, 693
IPVO MIA SNOOPING. « ot vttt ettt e e et e e e e eaenes 687
iPV6 MId static-group . ...oviei i e 695
ipv6 nd accept-ra-pinfo. ... 630
IPVO NA raguard . .....oui i e 631
PVO NEIGNDOT L. e e 633
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ipv6 tftp source-interface ... e 97

ipvb traffic-filter ... e 808
ipve unreachables . ...... ... 634
lacp global-passive-modeenable ... 526
[aCP POrt-PriOritY ..ottt e 527
laCcp SYSteM-PrioritY. ..ottt e 528
laCp tiMEOUL. ..o e 529
[ength (ASYN) .. oii e e 133
length (ping-polldata).........cooiiiiii i e 1710
[eVel (G8B032) . . ettt et e 1218
M. e e 134
linkflap action . ..o e e 362
lldp faststart-count ...t e 1541
lldp holdtime-multiplier ... 1542
lldp management-address . ......co.vuivriiinr it 1543
lldp med-notifications ... e 1544
lldp med-tlv-select. ... e e 1545
lldp non-strict-med-tlv-order-check ............ ... i 1548
lldp notification-interval ... i e 1549
lldp Notifications ......oovuiiii i i e e e 1550
lldp port-number-type. ..o 1551
dp reinit. ..o e 1552
] o o 30 U o X 1553
] e o34 15 0 =T PP 1554
ldp thv-select. . ....ooei i e e e 1555
lldp transmit receive . .....ooeiii i e et 1557
dp tx-delay . ....ooori i e e et e e 1558
location civic-location configuration ............... .o il 1559
location civic-locationidentifier...........c.coo i 1563
location civic-location-id. ... i 1564
location coord-location configuration.................ccooiiiiiiaL L 1565
location coord-location identifier ............. ... i 1567
location coord-location-id ........ ..o 1568
location elin-location ... ... i 1569
location elin-location-id. ... ... i 1570
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logbuffered (filter) .......ooviiii i e 246

log buffered exclude. . ... ..o e 249
log buffered size........coiiiiii e e 252
logbuffered . ... e e 245
logconsole (filter) .......oiiiiiii i e e 254
logconsole exclude ... ..ot e e 257
[0 I el o] g 1Yo ] =S P 253
logemail (filter). . ...ovie i e e e et e e 261
logemail exclude. ...t e 264
logemail time . ... e 267
log email ... e e 260
10g EVENt-NOSt. ..ot e e e e 162
log facility .. .oooee e e 269
log host (filter). . ....vue e e e e 273
loghostexclude. ... ..ot e e e 276
I0g oSt SOUICE ..ottt e e e ettt 279
log hosttime ... e 280
0GOSt .o e 271
logmonitor (filter) . ....coii e 282
logmonitorexclude ... ..ot e e 285
log permanent (filter) ..ot e 289
logpermanentexclude ...... ..ot e 292
[0g PEIMANENT SIZE .« o\ttt ettt e e e e e e e 295
O PEIMANENT .ot e e e e e 288
[Og trUSTPOINt. . ..ot e 298
loginauthentication ......... ..o e 1048
1 T U1 68
log-rate-limit NSM .. ..o e e e 296
loop-protection aCtion. .. ....viiir i e e e e 364
loop-protection action-delay-time ...t 365
loop-protection loop-detect ...t 363
loop-protection timeout . ... ...t e e e 366
mac address-tableacquire ......... ..o e 367
mac address-table ageing-time ....... ... i i 368
mac address-table 1ogging. ......c..coviiii i e 369
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Mail frOmM. e 1598
Ml S PSS IVEN .ttt i e et e e 1599
Ml . o e 1597
MAtCh ACCESS-groUP ..ottt e e e e et 826
MATCN COS .ottt e 828
0T el 1o Lo o 0 829
match eth-format protocol........ ... 830
MAtCh MaC-tYPE . .ttt 833
match tep-flags. ..o i e 834
Match VIan ... e 835
Mmaximum-access-list . ... ... 783
00110 G101 =Y o - o = 328
MKAIT . e 98
1001 3o o 3 el o -3 836
MIS QOS ENADIE ..ottt e e e e 837
MIS QOS MAP COS-QUEUE L0 ..ottt it ittt e e et i et e eieieeannns 838
mls gos map premark-dscpto........ccooiiiiiiii i 839
MOAEIYPE et e e e 1353
MOVEdebUG. ..ot e e 100
L0001 P 99
MIU JUMDO L e e e e e e 315
00 U 316
no crypto pki certificate. ... ... ..o i 1103
nodebugall......cooiiiii e 187
NO POIICE . ettt e e e 840
normal-interval. . ... ... . e 1711
ntp access-group (deprecated) ..ot 1472
Ntpauthenticate. ... e e 1473
ntp authentication-key ..........ooiiiiiiiii i i e 1474
ntp broadcastdelay .........ooviiiii i e e 1475
NP diSCard ..o e e 1476
N P MaAST e .. e e 1477
10 03 0= = P 1478
] 8 038 (=] 1 o PO 1480
C613-50155-01 Rev C Command Reference for [E200 Series 42

AlliedWare Plus™ Operating System - Version 5.4.7-0.x



D SOV et e e e 1482

10 0T o 1 | el P 1484
ntp trusted-key (deprecated).........covivriiiii i 1486
Physical-ring . ... e 1219
PN PV . ittt e e e e e 635
710 T P 602
PING-POll . e e e e 1712
platform hwfilter-size. ... e 371
platform mac-vlan-hashing-algorithm.............. ... ... ..o .. 991
platform stop-unreg-mc-flooding .............coo i 372
platform vlan-stacking-tpid ..o 374
070 - Y4 1 Y 375
police single-rateaction ........ ...t e 841
POl Y MaD . ettt e 842
port-vlan-forwarding-priority ...........cooi i 400
power-inline allow-legacy. ........ ..o 548
power-inline description. ........cviiii i e 549
power-inlineenable ...... ..o e 550
power-inline hanp . ... e 551
POWE-INIINE MaX . ottt ettt et e et r et aeieanns 552
power-inline Priority . . ....o.ou i e 554
power-inline usage-threshold.............co i 556
power-inline wattage MaX . .....covu it 557
PHOMLY-QUEBUE . . ..ottt et et et i e 843
private-vlan association. ... e e 403
private-Vlan . ... . e 402
privilege level ... . e e e 136
Profile Name. ... oo e 1220
PrOXY PO . . ettt e e e e e e 1049
PWA . ¢ et i 101
FAdiUS-SECUIE-PIOXY @@, « ottt eteteteeteeeenteennenenneneeneneanenens 1050
radius-serverdeadtime ...... ... .. i 1069
radius-Server NOSt ... ... 1070
FadiUS-SeIVEr KEY ..ottt e e e e 1073
radius-server retransmit. .. ... ...t e 1074
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radius-server timeEOUL . . ...ttt e e 1076

raps-Channel ... e 1221
TED0OT ..ot e 188
FegiON (MSTP) Lo e e e et et 456
(1] o - To P 189
FEMATK NEW-COS ...\ttt ettt et 844
<] o= | 1673
reVISION (MSTP) .. e e e 457
01T |1 102
FMON alarm. .. e 1604
rmon collection history ... ..o iiii i e 1606
rmon collection stats ...... ... oo 1607
FMON BVENT. Lottt e e e et e 1608
o I 0] A 1222
rsakeypair (trustpoint configurationmode).................. ...l 1104
SAMIPIE-SIZE. . ottt e e 1713
o101 1674
security-password forced-change ...........cooiiiii i 138
security-password history. .......coiiiiinii it i 137
security-password lifetime ... 139
security-password minimum-categories. ..........oiiiiiiiiii i 140
security-password minimum-length.............. ... oo 141
security-password reject-expired-pwd. ... 142
SEeCUrity-passWOrd WarNing .. ......oueuenenen e iiie e, 143
SEIVer (FadSECPIOXY-283) « .t v ettt ee e et et et et et eteneneenenenenens 1051
SEIVEN (SEIVEI GIOUP) vttt ettt ettt ettt et et et e aaeaneaanans 1078
server mutual-authentication ........... ... i 1053
server NnamMe-check ... ... e 1054
Server trustPOINt. . ..ot e e 1055
service advanCed-VEY . .....ovuiiii i e 144
SErVice dNCP-SNOOPING. . vttt ettt et e i e ine e 1151
SEIVICE M. .ot e e e e 163
service password-encryption. ........vuve it 145
service Power-inline . ... e 558
SEIVICE SSh. . e 1631
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SEIVICE TR MO . ot e 146

service terminal-length (deleted). ... 147
SeIVICE ST . ot e 334
SerVice-POliCY INPUL. . ..ot e e e e e e 846
show aaalocaluserlocked....... ..o 1057
ShOW @@@ SEIVEI GrOUD . ..ttt ettt e e e e e ene e 1058
show access-list (IPv4 Hardware ACLS). ..o iveviin it iieiiin e 745
show access-list (IPv4 Software ACLS). . ...covniiiniinii e 784
show alarm settings ...t e e e 342
show arp securityinterface. ... e 1154
show arp security statistics. ........coiiiinii i 1156
ShOW arP SECUNTY . ..ttt e e e e e e e 1153
S OW I et e 603
show atmfarea guests. ........vuvr it it 1361
show atmf area guests-detail...............c i 1363
show atmfareanodes ...... ..ot 1365
show atmf area nodes-detail ... 1367
show atmfarea summary ....... ..ot 1369
show atmfarea. ... ..ot 1358
show atmf authorization............ooo i 1370
show atmfbackuparea ... 1377
show atmfbackupguest..........ooiiiii i 1379
show atmf backup . ... 1373
show atmfcontainer...... ... i 1381
showatmfdetail....... ..o 1384
show atmfgroupmembers ... 1388
ShOW atmf groUp ..o e 1386
show atmfguestsdetail...........cooiiiiiiii i e 1392
show atmf guests. .. ... e 1390
show atmflinksdetail........ ..o 1397
show atmf links guestdetail................coiii i 1408
show atmflinks guest. ... e 1406
show atmf links statistics. ... 1412
show atmf links. ..o 1395
Show atmfnodes . ....c.oei e 1415
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show atmf provision Nodes .........coviiiii i 1417

show atmf secure-mode auditlink .............. ... i, 1421
show atmf secure-mode audit ...t 1420
show atmf secure-mode certificates........... ...t 1422
show atmf secure-mode sa. ... ..ottt 1425
show atmf secure-mode statistics ..........c.cooiiiiiiiiii i, 1428
show atmf secure-mode ... ..o 1418
show atmftech. ... .o e 1430
show atmf virtual-links. ... ..o 1433
show atmfworking-set ... 1435
ShOW atmf. . e 1354
show auth diagnostics. ..o e e i 994
show authinterface. ... ... 996
show auth sessionstatistics. .........c.coiiiiiiiiii 999
show auth statisticsinterface ... 1000
show auth supplicantinterface.............cooiiiiiii i, 1004
show auth supplicant. ... e 1001
show auth two-step supplicantbrief .................ci it 1005
ShOW aUEh. . . 992
show auth-web-serverpage ........ovviiiiiiiii it 1007
show auth-web-server........ ..o 1006
ShOW autobOOt . . ... e 103
show banner login. ... .ot e e 1633
ShOW DOOt. . e 104
SHOW ClasS-Map ..ot e e 847
ShOW ClOCK . .. e 190
show continuous-reboot-prevention............ccciiiiii i, 192
show counterdhcp-client. ... e 1460
show counteripv6 dhcp-client............cooiiiiiiiiii i, 1467
ShOW CoUNtEr 10g . ..ot e e e e 299
show countermail.........cooioiii e 1600
show counter ntp (deprecated) .......cooviiiiiiiiiii i 1487
show counter ping-poll ... ..o 1715
ShOW COUNtEr SNMP-SEIVET. ..\ttt et et e i aieanens 1498
ShOW CPU NiSTOrY it e e e e e 196
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] 0 1YV of o 11 193

show crypto key hostkey. .......cooveiiiiiii e 1634
show crypto key mypubkey rsa.........coooiiiiiiiiii i 1105
show crypto key pubkey-chain knownhosts ............................. 1636
show crypto key pubkey-chain userkey.................cooiiiii, 1637
show crypto key userkey. ... ..o 1638
show crypto pki certificates ... 1106
show crypto pkienrollmentuser.........c.cooiiiiiii i, 1108
show crypto pki trustpoint. ... 1109
showdebuggingaaa .........cooviiiiiiii i 1059
showdebuggingalarm ....... ... i e 343
show debuggingarp security ........cooiiiiiiiiii i 1158
show debuggingatmfpacket...........coiiiiiii i 1437
show debuggingatmf....... ... i 1436
show debugging dotTX ... ..o e e 879
show debugging epsr ..ot e 1187
show debugging g8032. ......iiiiiii i e 1224
show debugging gurp ... 580
show debugging igmp. ... e 668
show debugging ip dhcp snooping .........ooviiiiiiiiiii i, 1159
show debuggingippacket........ccoiiiiiiiiiiii 605
show debugging lacp. ...t 531
show debugging lldp......oiiiii i 1571
show debugging loopprot.......c.ooiii i e 376
showdebuggingmld....... ..o 697
show debugging mstp. ..ot 458
show debugging platform packet............cooiiiiiiiiiiii 377
show debugging power-inline ...t 559
show debuggingradius. ...t 1080
show debugging snmp ...t 1502
show debugging trigger. ... ..o e 1676
show debugging ..o e e 198
show dhcplease. . ..o e e 1461
show diagnostic channel-group..........c.oooiiiii it 532
show dotTx diagnostics. ..o e e 883
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ShOW dotTX INterface ..ot e e 885

show dotTx sessionstatistics ............oeiiuiiiiiiiii i 890
show dot1x statisticsinterface ... 891
show dot1x supplicantinterface ... 894
show dotTx supplicant. ... e 892
ShOW Ot TX. .« et e 880
show ecofriendly ..o 199
show epsr <epsr-instance> counters .........covviiiiiiniiiinnenennann. 1196
Show epsr <epsr-iNStanCe> .. ...ttt e 1195
Sshow epsr common SEgMENTS . ... .ottt ineenenns 1193
show epsrconfig-check.........ooiiiiii e 1194
SHOW €SI COUNTEIS . ..ttt et e et e e eaanns 1197
SNOW @PSI SUMMAIY .ttt ittt eaeens 1198
S OW BT ettt e e 1188
show etherchanneldetail ... e 534
show etherchannel summary ..........cooiiiiiiiiiii it i 535
show etherchannel ....... ... i 533
Show exception 10g. . ..o v 300
show facility-alarm status ... e 344
show file systems . ..ot e e 107
SNOW file L e 106
show flowcontrolinterface......... ..o 378
show g8032 erp-instance statistics .........cooviiviii i, 1230
Show g8032 erp-iNstanCe .. ..ot 1225
show g8032 physical-ring..........coovuiiiiii i 1232
Show g8032 Profile . ..oveee e e e 1233
show gvrp configuration. ... 581
show gvrpmachine. ... ..ot e 582
show gvrp statistics. . ...oooviii i e e 583
ShOW QUIPD IMEr . . e e e e e 584
SHOW iStOrY. .t e e e e e 69
SNOW hOSES . e e 621
SHOW Nt D Lo e e 164
show interface access-groUpP . ....vv v vttt eenns 747
show interface brief.... ... ..o 321
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show interface err-disabled ... 379

show interface memory. .......vui it 200
show interface Memory. .......vui i e 322
show interface status ....... ..ot e 324
show interface switchport ... 380
show interface. . ... ..o 318
ShOW P access-list . ....c.ouiii i e e 786
show ip dhcpsnoopingacl........ccooiiiiiiiiiiii i 1161
show ip dhcp snooping agent-option ..., 1164
show ip dhcp snooping binding..............oooiiiii i 1166
show ip dhcp snoopinginterface. ... 1168
show ip dhcp snooping statistics.......ocooiiiiinii i 1170
Show ip dhcp SNOOPING . ..ot e e 1160
show ipdomain-list. ... e 622
show ipdomain-name. ..........oiiiiiiii i et 623
SHOW P IgMP GrOUPS .ot ettt e ettt 669
showipigmpinterface ... e 671
show ip igmp snoopiNng Mrouter.........vuviiii it in e 673
show ip igmp snooping routermode ........coviiiiii it 674
show ip igmp snooping statistics...........cooviiiiiiii i 675
showipinterface ... e 607
SHOW IP NAME-SEIVEY. . .ottt i ettt 624
showiproutedatabase. ...t 643
ShOW ip roUte SUMMAIY . . ..ottt 644
SHOW P TOULE. . ot e e e 641
ShOW P 1P SNOOPING .o vttt e e e ee e 1202
SHOW P SOCKEES. .o\t e 608
showipsourcebinding .........oooiiiiiiiiii i e 1173
show iptraffic ... ..o 611
show ipv6 access-list (IPv6é Hardware ACLS) . ......c.ovvviiiniiniii ... 810
show ipv6 access-list (IPv6 Software ACLS).......coovveirini i, 817
showipvedhcpinterface ... 1470
SHOW PV ANCD ot e 1469
show ipv6 interface brief....... ... 636
ShOW iPVE MId GroUPS .. v vttt e ettt ee e 698
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showipvb mldinterface ...t i e 699

show ipv6 mld snooping mrouter...........coiiiiiiiiniiiiiie ... 700
show ipv6 mld snooping statistics..........cooveiiin i, 701
Show ipv6 Neighbors . ... e 637
ShOW 1aCP SYS-Id . ot e 536
ShOW laCp-CoUNter. ... .o e e s 537
show lldpinterface ......c.oviriii i e et 1575
show lldplocal-info. ... .o e 1577
show lldp neighborsdetail............cooo i 1584
show lldp neighbors. ... .o e 1582
show lldp statisticsinterface ..........cooviiiii it 1590
show lldp statistics ....ovriii i e 1588
SHOW . oo e 1573
ShOW loCation . ..o 1592
ShOW 10g CONFig ..o v e 303
show log permanent. ... ..o i e e 305
SHOW lOg i e e 301
show loop-protection. ... ..ot e e 381
show macaddress-table ......... ..o 383
ShOW Mail . . e 1601
show memory allocations. ........ ..o 204
show memory history. ... ..o.oiin i i e 206
ShOW MEMOrY POOIS . ..ttt e e e e e e e 207
showmemoryshared......... ..o 208
SNOW MEMOIY . .ottt ettt e e ettt 202
show mirrorinterface........c.oouiiiiiii i e 331
SNOW MIITON . . e 330
showmls qosinterface. ... e 849
Show MIs gOS MaPS COS-QUEBUE . ...t ittite i e e iei et eeeieieeannns 851
show mls qos maps premark-dscp ..o 852
SHOW MIS OS. .\ttt e 848
Show Ntp associations ..o e 1488
show ntp counters associations ..........c.coviiii it 1492
SHOW NtP COUNtEIS. ...t i e e et eieaens 1490
SHOW NtP StatUS ..o e e 1494
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Show PING-POIl ... e 1717

show platform classifier statistics utilization brief ......................... 386
show platform classifier statistics utilization brief ......................... 853
show platform port. ... e 387
show platform. ... 385
ShOW POlICY-MapP .t e e e 854
show portetherchannel .......... ... i 538
show port-vlan-forwarding-priority ............. .ot 404
show power-inline counters ..........c.oiiiiiii ittt 563
show power-inline interfacedetail ...............ccoiiiiiiiiii i, 568
show power-inlineinterface ...........coviiiii it 565
Show power-iNline. . ... i i e e e e e 560
SHOW PHIVIlEgE. . et e e e 148
S OW PrOCESS . ettt e e e e 209
show proxy-autoconfig-file .............ccoo i 1008
ShOW radius SErVer groUP ..ottt i it et i e e e eeaeanns 1060
show radius statistics .........oooviiiiii 1084
ShOW radius . .ot e 1081
Show reboot history ...t e 211
Show rmon alarm . . ... e 1609
SNOW MMON BVENT. ..ottt 1610
ShOW rmon history. ......oe i e e e 1612
Show rmon statistics . .. ...oove i 1614
ShOW router-id. .. ... e 212
show running-configatmf ........ ... ... i 1438
show running-configinterface ............cccoiiiiii i 112
show running-config log. ..ot e 306
show running-config sNMpP . ...ooiii i e 1503
show running-config ssh. ... e 1639
show running-config trigger ...t 1677
ShOW ruNNINg-Config . ...ovvriei e e 109
show security-password configuration ...l 149
ShOW SeCUrity-PassSWOrd USer. .. ..vuu vttt et ie e enn 150
show snmp-server Community .......ooveeniiin it ineenes 1505
ShOW SNMP-SEIVEN GIrOUD vttt e ettt e e e e ieeeennenennenns 1506
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SNOW SNMP-SEIVEIN USEI &\ttt ettt ettt it e et eieaneieneanenns 1507

SNOW SNMIP-SEIVEI VIEW . . .« ottt ettt e ettt eieieeeeenens 1508
SHOW SNMP-SEIVET . .ottt i e et et ettt 1504
show spanning-tree brief ... ... i 462
show spanning-treemstconfig ... 464
show spanning-tree mst detail interface.............. ...t 467
show spanning-tree mst detail interface....................cooiiialLL. 472
show spanning-treemstdetail .............cooiiiiiii i 465
show spanning-tree mstinstanceinterface............................... 470
show spanning-treemstinstance ............cooiiiiiiiii i, 469
show spanning-tree mstinterface............cooviiiiii ... 471
show spanning-tree Mst . ...t i e 463
show spanning-tree statistics instanceinterface .......................... 477
show spanning-tree statisticsinstance ..ot 476
show spanning-tree statisticsinterface ...l 479
show spanning-tree statistics ..........cooviiiiiiiiiii i i 474
show spanning-tree vlanrange-index ..., 481
ShOW SPaNNINg-tree . ....oi i e e e 459
show sshclient ... i e 1643
show ssh serverallow-users. ...... ..ot 1646
Show ssh server deny-Users .........oveviviiiii i, 1647
ShOW SSh SerVer. ..o e 1644
SNOW SSh L e 1641
Show startup-config ......ovviii i e e 114
show static-channel-group. ... 539
show storm-control. ... ..ot e 391
show system environmeNnt. ... ....ooiuiiin it 214
Show system iNterrupts ........oeiuiu i e 215
SNOW SYStEM MaAC. ..ottt e e e e 216
show system pluggabledetail..............coii i 228
show system pluggable diagnostics..........coovviiiiiiii i, 231
show system pluggable. ...... ... e 226
show system serialnumber......... .. .o i 217
SHOW SYSTEM .o e e 213
SNOW tACACSt . o ettt e 1119
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ShOW teCh-SUPPOIt . .ttt e et et e 218

show telnet. .. ... 151
SNOW tH g ottt e e e e 1678
SNOW USEIS ettt et e 152
SNOW VEISION L.ttt 115
ShOW VIaNn @aCCess-mMap . ..o i e e e e 406
show vlan classifier group interface ..., 408
show vlan classifier group. ........oooiiiiiii it i i 407
show vlan classifier interface group ...t 409
show vlan classifierrule........ ..o 410
show vlan filter . ... ..o 411
show vlan private-vlan. ... e 412
SNOW VIaN .. 405
ShULdOWN . . e 326
snmp trap link-status SUPPress . ....ovvi it 1511
snmp trap link-status ... e 1509
SNMP-Server COMMUNITY . ....oue e et eeeenees 1515
SNMP-Server CONTaCT. . ..o i et e e 1516
snmp-serverenable trap . ... e 1517
snmp-server enginelD localreset. ... 1521
snmp-serverenginelDlocal ............coi i 1519
£ 10 Y= V= e | 10 o 1522
sSNMpP-server host ... ..o 1524
snmp-server legacy-ifadminstatus. ............ ..o ittt 1526
snmp-server location ... ... e 1527
SNMpP-Server source-interface ..........ovviii it 1528
snmp-server startup-trap-delay ... 1529
0] Y0 ] Y= V7= T =T 1530
SNIMNP-SEIVEN VIEW .+t et ittt ettt ettt e ettt e ettt et eenteeaneeeaneeeannens 1533
(] 2101 0T =] V7= O 1513
£ 010 el T 2 1721
spanning-tree autoedge (RSTPand MSTP) ........cviiiii i, 482
spanning-tree bpdu ... ... e 483
spanning-tree cisco-interoperability (MSTP) ..........cooviiiiviiiiin.. 485
spanning-tree edgeport (RSTPand MSTP) ........covriiiiiiiniiinninnn, 486
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spanning-treeenable. ... ..o e e 487

spanning-tree errdisable-timeoutenable................... ... ... ...l 489
spanning-tree errdisable-timeoutinterval .................. ... ol 490
spanning-tree force-Version. .......c.ouv i ittt it 491
spanning-tree forward-time. ... 492
spanning-tree guard ro0t . .....oui it e 493
spanning-tree hello-time ... ..o 494
spanning-tree link-type...... ..o 495
SPANNING-TrEE MAX-A0€ ..ttt ettt ettt aaeaas 496
spanning-tree max-hops (MSTP) ... 497
SPANNING-TrEE MO . ..ttt e e e ettt e e eneeieneas 498
spanning-tree mst configuration.............co il 499
spanning-tree mstinstance path-cost ............ ..., 501
spanning-tree mstinstance priority ...........coo i 503
spanning-tree mst instance restricted-role............. ..., 504
spanning-tree mstinstance restricted-tcn .......... .. oL, 506
spanning-treemstinstance ... ..ot e 500
spanning-tree Path-Cost ... ..ottt 507
spanning-tree portfast (STP) ........coiiiii i 508
spanning-tree portfast bpdu-filter...............ooiiiii il 510
spanning-tree portfastbpdu-guard .............. ... i, 512
spanning-tree priority (bridge priority) ...t 514
spanning-tree priority (port priority). ......cove i 515
spanning-tree restricted-role. .........cooiiiii i e 516
spanning-tree restricted-tcn ... 517
spanning-tree transmit-holdcount .............. ... ..ol 518
SPEEA (ASYN) e vttt ettt ettt e e e e e 220
] 01T o P 392
SShclient . ..o 1650
sshserverallow-users. ... ..o e 1654
ssh server authentication .......... ... 1656
SSh SErver deny-USers .. .. ...ttt e 1658
ssh server max-auth-tries ....... ... 1660
ssh serverresolve-host. ... ... oo 1661
] Y=Y V=] 2 o o S PP 1662
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SSh SeIVEr STt oot 1663

£ T 7= 1652
7] 1 1648
] 7 (< 1439
static-channel-group ... e 540
storm-controllevel ....... .. 394
subject-name (trustpoint configuration)................... ... ..ol 1110
SUDTING . et e e e e 1235
switchportaccessvlan . ... ... e 413
switchport atmf-agentlink .......... ... i i 1441
switchport atmf-arealinkremote-area.............cccoiv i i ... 1442
switchport atmf-crosslink .............coo i 1444
switchport atmf-guestlink.............co i 1446
switchportatmf-link ........... i 1448
switchportenablevilan. ... ... o i 414
SWItchport Mode acCess ..o v it e e e 415
switchport mode private-vlan trunk promiscuous. ........................ 417
switchport mode private-vlan trunk secondary ..................oooil 419
switchport mode private-vian. ... 416
switchportmode trunk ... e 421
switchport private-vlan host-association ......................ooiiil, 422
switchport private-vlan mapping. ........c.cooi it 423
switchport trunkallowed vlan. .......... ... o i 424
switchport trunk nativevlan ....... ... 427
switchport vlan-stacking (double tagging)................ocooiiiiiin L, 428
switchport voice dscp. ..o e 429
switchport voice vlan priority ..ot e 432
switchportvoicevlan ... e 430
system territory (deprecated) ...t 222
tacacs-server host ... ...o.ini i e 1121
LACACS-SEIVEI KEY ittt e e et e e e 1123
tacacs-servertimeout. ... ...t e 1124
£ el e 11 ] 'y o TS0 613
telNet SerVer. . e 154
L] 1< P 153
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terminal length. ... e e 155

terminal monitor ... .. ..o 223
terminal resize. ..o e 156
testinterface ... ..o 335
L= A 1683
thrash-limiting ...... .o i e 395
HME (Ergger) et e e e e e 1684
timeout (PING POIIING) ..o 1723
HMEr (G.8032) .ttt e e e e e 1236
topology-change . .....ooini i e e 1238
TraCEIOUTE PV . et e e e e 638
TraCEIOUTE . e e e 614
LRE=] o I (202 ) 1240
L8] © 2 AP 1686
triggeractivate . .....ooe i e 1688
L0 T T = AP 1687
L0013 e Y o T 855
typeatmfnode. .. ... 1449
typeatmfnode. ... e 1689
Y P CPU et e 1692
typeinterface ... 1693
L8 =30 0 1T 0 ] Y/ 1694
1477 0138 01T o o | Tl 1695
type ping-poll . ... e 1696
type reboot ... e 1697
Y P tIME. . e 1698
Y P USD. ot e 1699
UNAEbUG @88 . .ot e e e e e 1062
undebugaall ... e e 224
undebug atmf. ... e 1452
UNAEbUG ot TX. . et e e e e e e e 897
(U1 g Ve 1Y o T T =Y o 13 P 1199
UNAEbUG g8032 ..\ttt e e e e 1241
UNAEbUG IgMP .o e 677
undebugip packetinterface ..o 615
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UNAEbUG laCp oot e e 542

UNdebug l0oPProt. ...t e 396
undebug mail .. ..o e 1602
UNAEbUG Mt oot e e e e e e e 519
undebug ping-poll ... e 1725
undebug platformpacket. ... 397
undebug radius . ....oovn i e e 1085
UNAEbUG SNMI . e e e s e e et e e e 1534
undebugsshclient ... ..o 1664
UNAebUg SSh SEIVer. .. . e e 1665
UNAEbUG Trgger. ..ot e e e 1700
UP-COUNT L ettt et et et e e e e 1724
USEINAIMIE &Lttt ettt ettt ettt et et et e et aeenans 1453
U =T 0 T T 0T 157
VAN A0S S M . oottt e e e e 435
vlan classifier activate. ....... ..o i 436
vlan classifier group . ... e 437
vlan classifierrule ipva. . ... e 438
vlan classifier rule proto. .......ccovi i 439
vlandatabase ... 442
VIan filter . .. e 443
17/ 1 433
vty access-class (numbered) ... e 787
vty ipv6 access-class (named) ... 818
12T 1 S 310
Write file. .o 116
WHTE MEMIOTY Lottt e et ettt i it eaienanens 117
write terminal .. ... e 118
WIT-queue Weight QUEUES. ... ..ottt 856
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 60

. “disable (Privileged Exec mode)” on page 61
. “do” on page 62

. “enable (Privileged Exec mode)” on page 63
. “end” on page 65

. “exit” on page 66

. “help” on page 67

. “logout” on page 68
. “show history” on page 69
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CLI NAVIGATION COMMANDS
CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example
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This command enters the Global Configuration command mode.
configure terminal
Privileged Exec

To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awplus# configure terminal

awplus (confiqg) #

Command Reference for IE200 Series
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awplus# disable
awplus>
Related enable (Privileged Exec mode)
Commands

end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awplus# configure terminal

awplus (config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret commands. If no password is specified then only users with the maximum
privilege level set with the username command can assess Privileged Exec mode.

Syntax enable [<privilege-level>]

Parameter Description

<privilege Specifythe privilege level for a CLI sessionin the range <1-15>, where

- level> 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret commands from the Global Configuration
mode. The service password-encryption command encrypts passwords
configured by the enable password and the enable secret commands, so
passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).
awplus> enable
awplus#
The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a

privilege level of 7 or greater do not need to enter a password to access Privileged
Exec mode. Users with a privilege level 6 or less need to enter a password to access
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Privilege Exec mode. Use the enable password command or the enable secret
commands to set the password to enable access to Privileged Exec mode.

awplus> enable 7

awplus#

Related disable (Privileged Exec mode)

Commands
enable password
enable secret
exit
service password-encryption
username
C613-50155-01 Rev C Command Reference for IE200 Series

AlliedWare Plus™ Operating System - Version 5.4.7-0.x

64



CLI NAVIGATION COMMANDS
END

end

Overview

Syntax

Mode

Example

Related
Commands
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This command returns the prompt to the Privileged Exec command mode from
any other advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows the use of the end command to return to the
Privileged Exec mode directly from Interface mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if) # end

awplusf#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit

Command Reference for IE200 Series
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CLI NAVIGATION COMMANDS
EXIT

exit

Overview

Syntax

Mode

Example

Related
Commands
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This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the

session.

exit

All command modes, including Global Configuration and Interface Configuration

modes.

The following example shows the use of the exit command to exit Interface mode,
and return to Configure mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if)# exit

awplus (confiqg) #

disable (Privileged Exec mode)

enable (Privileged Exec mode)

end

Command Reference for IE200 Series
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CLI NAVIGATION COMMANDS
HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax help
Mode All command modes

Example To display a description on how to use the system help, use the command:

awplus# help

Output Figure 1-1:  Example output from the help command

When you need help at the command line, press '?'.

If nothing matches, the help list will be empty. Delete
characters until entering a '?' shows the available options.

Enter '?' after a complete parameter to show remaining wvalid
command parameters (e.g. 'show ?').

Enter '?' after part of a parameter to show parameters that
complete the typed letters (e.g. 'show ip?').

C613-50155-01 Rev C Command Reference for IE200 Series
AlliedWare Plus™ Operating System - Version 5.4.7-0.x



CLI NAVIGATION COMMANDS
LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax logout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awplus# logout
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CLI NAVIGATION COMMANDS
SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show history
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awplus# show history

Figure 1-2:  Example output from the show history command

en
show ru

conf t

route-map er deny 3
exit

ex

~ o U W N

di
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File and
Configuration
Management

Commands

Introduction

Overview This chapter provides an alphabetical reference of AlliedWare Plus™ OS file and
configuration management commands.

Filename Syntax Many of the commands in this chapter use the placeholder “filename” to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/] [<directory>/]<filename> To specify afile in the configs directory
Flash memory in Flash:

flash:configs/example.cfg

Copyingtoorfrom wusb:[/] [<directory>/]<filename> To specify a file in the top-level
a USB storage directory of the USB stick:
device usb:example.cfg
Copying with http:// [ [<username>:<password>]@] To specify a file in the configs directory
HTTP {<hostname>|<host-ip>}[/<filepath on theserver:
>]/<filename> http://www.company.com/configs/exa
mple.cfg

Copying with TFTP  tftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
tftp://172.1.1.1/example.cfg

Copying with SCP  scp://<username>@<location>[/<dir To specify afile in the configs directory
ectory>] [/<filename>] on the server, logging on as user “bob”:

eg.
scp://bob@10.10.0.12/configs/example

.cfg

Copying with SFTP  sftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
sftp://10.0.0.5/example.cfg
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Valid characters

Syntax for
directory listings

Command List
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The filename and path can include characters from up to four categories. The
categories are:

1)  uppercase letters: Ato Z
2) lowercase letters:a to z
3) digits:0to 9

4)  special symbols: most printable ASCll characters not included in the previous
three categories, including the following characters:

.
- e
.2

Do not use spaces, parentheses or the + symbol within filenames. Use hyphens or
underscores instead.
A leading slash (/) indicates the root of the current filesystem location.

In commands where you need to specify the local filesystem’s Flash base directory,
you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/

Similarly, you can specify the USB storage device base directory with usb or usb:
or usb:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

“autoboot enable” on page 73
. “boot config-file” on page 74
. “boot config-file backup” on page 76

. “boot system” on page 77
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“boot system backup” on page 78
“cd” on page 79

“copy (filename)” on page 80

“copy current-software” on page 82
“copy debug” on page 83

“copy running-config” on page 84
“copy startup-config” on page 85
“copy zmodem” on page 86

“create autoboot” on page 87
“delete” on page 88

“delete debug” on page 89

“dir" on page 90

“edit” on page 92

“edit (filename)” on page 93

“erase factory-default” on page 94
“erase startup-config” on page 95
“ip tftp source-interface” on page 96
“ipv6 tftp source-interface” on page 97
“mkdir” on page 98

“move” on page 99

“move debug” on page 100

“pwd” on page 101

“rmdir” on page 102

“show autoboot” on page 103
“show boot” on page 104

“show file” on page 106

“show file systems” on page 107
“show running-config” on page 109
“show running-config interface” on page 112
“show startup-config” on page 114
“show version” on page 115

“write file” on page 116

“write memory” on page 117

II!

“write terminal” on page 118
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AUTOBOOT ENABLE

autoboot enable

Overview

Syntax

Default

Mode

Example

Related
Commands
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This command enables the device to restore a release file and/or a configuration
file from external media, such as a USB storage device.

When the Autoboot feature is enabled, the device looks for a special file called
autoboot. txt onthe external media. If this file exists, the device will check the
key and values in the file and recover the device with a new release file and/or
configuration file from the external media. An example of a valid autoboot . txt
file is shown in the following figure.

Figure 2-1:  Example autoboot.txt file

[AlliedWare Plus]

Copy from external media enabled=yes
Boot Release=IE200-5.4.7-0.1.rel
Boot Config=networkl.cfg

Use the no variant of this command to disable the Autoboot feature.

autoboot enable

no autoboot enable

The Autoboot feature operates the first time the device is powered up in the field,
after which the feature is disabled by default.

Global Configuration

To enable the Autoboot feature, use the command:
awplus# configure terminal
awplus# configure terminal

awplus (config)# no autoboot enable

create autoboot
show autoboot

show boot
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BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage

Examples
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Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-filename>

no boot config-file

Parameter Description

<filepath-filename>  Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

You can only specify that the configuration file is on a USB storage device if there
is a backup configuration file already specified in Flash. If you attempt to set the
configuration file on a USB storage device and a backup configuration file is not
specified in Flash, the following error message is displayed:

)

% Backup configuration files must be stored in the flash
filesystem

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file “branch.cfg” stored on the device’s Flash filesystem
the next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# boot config-file flash:/branch.cfg

To stop running the configuration file “branch.cfg” stored on the device's Flash
filesystem when the device boots up, use the commands:

awplus# configure terminal
awplus (config)# no boot config-file flash:/branch.cfg

To run the configuration file “branch.cfg” stored on the switch’s USB storage
device filesystem the next time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# boot config-file usb:/branch.cfg
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BOOT CONFIG-FILE

To stop running the configuration file “branch.cfg” stored on the switch’s USB
storage device filesystem when the device boots up, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file usb:/branch.cfg

Related boot config-file backup

Commands
boot system
boot system backup
show boot
C613-50155-01 Rev C Command Reference for IE200 Series
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BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <filepath-filename>

no boot config-file backup

Parameter Description

<filepath-filename> Filepath and name of a backup configuration file.
Backup configuration files must be in the Flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup . cfg as the backup to the main
configuration file, use the commands:

awplus# configure terminal

awplus (config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup . cfg as the backup to the main
configuration file, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file backup flash:/backup.cfg

boot config-file
boot system
boot system backup

show boot
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BOOT SYSTEM

boot system

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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Use this command to set the release file to load during the next boot cycle.

Use the no variant of this command to stop specifying a primary release file to boot
from. If the device boots up with no release file set, it will use autoboot or the
backup release file if either of those are configured, or you can use the boot menu
to select a release file source. To access the boot menu, type Ctrl-B at bootup.

boot system <filepath-filename>

no boot system

Parameter Description

<filepath-filename> Filepath and name of a release file.
The specified release file must exist and must be stored
in the root directory of the specified filesystem.
Valid release files must have a . rel extension.

Global Configuration

You can only specify that the release file is on a USB storage device if there is a
backup release file already specified in Flash. If you attempt to set the release file
on a USB storage device and a backup release file is not specified in Flash, the
following error message is displayed:

% A backup boot image must be set before setting a current boot

image on USB storage device

To boot up with the release IE200-5.4.7-0.1.rel file, which is stored on the device’s
Flash filesystem, the next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# boot system flash:/IE200-5.4.7-0.1.rel

To run the release file IE200-5.4.7-0.1.rel, which is stored on the switch’s USB
storage device filesystem, the next time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# boot system usb:/IE200-5.4.7-0.1.rel

boot config-file
boot config-file backup
boot system backup

show boot
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BOOT SYSTEM BACKUP

boot system backup

Overview

Syntax

Mode

Examples

Related
Commands
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Use this command to set a backup release file to load if the main release file cannot
be loaded.

Use the no variant of this command to stop specifying a backup release file.

boot system backup <filepath-filename>

no boot system backup

Parameter Description

<filepath-filename> Filepath and name of a backup release file.
Backup release files must be in the Flash filesystem.
Valid release files must have a . rel extension.

backup The specified file is a backup release file.

Global Configuration

To specify the file IE200-5.4.6-2.4.rel as the backup to the main release file, use the
commands:

awplus# configure terminal

awplus (config)# boot system backup flash:/IE200-5.4.6-2.4.rel
To stop specifying a backup to the main release file, use the commands:
awplus# configure terminal

awplus (config)# no boot system backup

boot config-file
boot config-file backup
boot system

show boot
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cD

cd

Overview

Syntax

Mode

Example

Related
Commands
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This command changes the current working directory.

cd <directory-name>

Parameter Description

<directory-name> Name and path of the directory.

Privileged Exec

To change to the directory called images, use the command:
awplus# cd images

dir

pwd

show file systems
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COPY (FILENAME)

copy (filename)

Overview

Syntax

Mode

Examples
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This command copies a file. This allows you to:

. copy files from your device to a remote device
. copy files from a remote device to your device
. copy files stored on Flash memory to or from a different memory type, such

as a USB storage device

. create two copies of the same file on your device

copy [force] <source-name> <destination-name>

Parameter Description

force This parameter forces the copy command to overwrite the
destination file, if it already exists, without prompting the
user for confirmation.
If you specify force, you can copy files to multiple AMF
nodes through a working-set.

<source-name> The filename and path of the source file. See Introduction
on page 70 for valid syntax.

<destination-name> The filename and path for the destination file. See
Introduction on page 70 for valid syntax.

Privileged Exec

To use TFTP to copy the file “bob.key” into the current directory from the remote
server at 10.0.0.1, use the command:

awplus# copy tftp://10.0.0.1/bob.key bob.key

To use SFTP to copy the file “new.cfg” into the current directory from a remote
server at 10.0.1.2, use the command:

awplus# copy sftp://10.0.1.2/new.cfg bob.key

To use SCP with the username “beth” to copy the file old.cfg into the directory
config_files on a remote server that is listening on TCP port 2000, use the
command:

awplus# copy scp://beth@serv:2000/config files/old.cfg old.cfg

To copy the file “newconfig.cfg” onto your device’s Flash from a USB storage
device, use the command:

awplus# copy usb:/newconfig.cfg flash:/newconfig.cfg

To copy the file “newconfig.cfg” to a USB storage device from your device’s Flash,
use the command:

awplus# copy flash:/newconfig.cfg usb:/newconfig.cfg
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COPY (FILENAME)
To copy the file “config.cfg” into the current directory from a USB storage device,
and rename it to “configtest.cfg”, use the command:
awplus# copy usb:/config.cfg configtest.cfg
To copy thefile “config.cfg” into the current directory from a remote file server, and
rename it to “configtest.cfg”, use the command:
awplus# copy fserver:/config.cfg configtest.cfg
On an AMF managed network to distribute the file “file.txt” to the top level of flash
memory on all nodes from the top level of flash memory on the node named
“master”, use the commands:
awplus# atmf working-set group all
network-name [80]# copy force master.atmf/flash:/file.txt flash:
Related copyzmodem
Commands
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edit (filename)

show file systems
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COPY CURRENT-SOFTWARE

copy current-software

Overview

Syntax

Mode

Example

Related
Commands
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This command copies the AlliedWare Plus™ OS software that the device has
booted from, to a destination file. Specify whether the destination is Flash or USB
when saving the software to the local filesystem.

copy current-software <destination-name>

Parameter Description

<destination-name> The filename and path where you would like the current
running-release saved. This command creates afile if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 70 for valid syntax.

Privileged Exec

To copy the current software as installed in the working directory with the file
namemy-release.rel, use the command:

awplus# copy current-software my-release.rel

boot system backup

show boot
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COPY DEBUG

copy debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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This command copies a specified debug file to a destination file. Specify whether
the destination is Flash or USB when saving the software to the local filesystem.

copy debug {<destination-name>|debug]|flash|nvs|scp|ltftplusb}
{<source—-name>|debug|flash|nvs|scp|tftplusb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output saved. See Introduction on page 70 for valid syntax.

<source-name> The filename and path where the debug output originates.
See Introduction on page 70 for valid syntax.

Privileged Exec

To copy debug output to a USB storage device with a filename “my-debug”, use
the following command:

awplus# copy debug usb:my-debug

Figure 2-2:  CLI prompt after entering the copy debug command

| Enter source file name []:

delete debug

move debug
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COPY RUNNING-CONFIG

copy running-config

Overview

Syntax

Mode

Examples

Related
Commands
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This command copies the running-config to a destination file, or copies a source
file into the running-config. Commands entered in the running-config do not
survive a device reboot unless they are saved in a configuration file.

copy <source-name> running-config
copy running-config [<destination-name>]

copy running-config startup-config

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this when you want the script in the file to become
the new running-config. See Introduction on page 70 for
valid syntax.

<destination-name> The filename and path where you would like the current
running-config saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 70 for valid syntax. If you do not
specify a file name, the device saves the running-config to
a file called default.cfg.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the running-config into the startup-config, use the command:
awplus# copy running-config startup-config

To copy thefile layer3.cfgintothe running-config, use the command:
awplus# copy layer3.cfg running-config

To use SCP to copy the running-config as current . cfg to the remote server
listening on TCP port 2000, use the command:

awplus# copy running-config
scp://user@server:2000/config files/current.cfg

copy startup-config
write file

write memory
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COPY STARTUP-CONFIG

copy startup-config

Overview

Syntax

Mode

Examples

Related
Commands
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This command copies the startup-config script into a destination file, or
alternatively copies a configuration script from a source file into the startup-config
file.

copy <source-name> startup-config

copy sStartup-config <destination-name>

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this to copy the script in the file into the startup-
config file. Note that this does not make the copied file the
new startup file, so any further changes made in the
configuration file are not added to the startup-config file
unless you reuse this command. See Introduction on page
70 for valid syntax.

<destination-name> The destination and filename that you are saving the
startup- config as. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 70 for valid syntax.

Privileged Exec

To copy thefile Layer3.cfgtothe startup-config, use the command:
awplus# copy Layer3.cfg startup-config

To copy the startup-configasthefile oldconfig.cfginthe current
directory, use the command:

awplus# copy startup-config oldconfig.cfg

copy running-config
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COPY ZMODEM

copy zmodem

Overview This command allows you to copy files using ZMODEM using Minicom. ZMODEM
works over a serial connection and does not need any interfaces configured to do
a file transfer.

Syntax copy <source-name> zmodem

copy zmodem

Parameter Description

<source-name> The filename and path of the source file. See Introduction on
page 70 for valid syntax.

Mode Privileged Exec

Example To copy the local file asuka . key using ZMODEM, use the command:
awplus# copy asuka.key zmodem

Related copy (filename)

Commands .
show file systems
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CREATE AUTOBOOT

create autoboot

Overview

Syntax
Mode

Example

Related
Commands
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Use this command to create an autoboot . txt file on external media. This
command will automatically ensure that the keys and values that are expected in
this file are correct. After the file is created the create autoboot command will
copy the current release and configuration files across to the external media. The
external media is then available to restore a release file and/or a configuration file
to the device.

create autoboot usb
Privileged Exec

To create an autoboot.txt file on a USB storage device, use the command:

awplus# create autoboot usb

autoboot enable
show autoboot

show boot
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DELETE

delete

Overview

Syntax

Mode

Examples

Related
Commands
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This command deletes files or directories.

delete [force] [recursive] <filename>

Parameter Description

force Ignore nonexistent filename